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1 Abstract

As the nunmber of personal conputers continues to grow, so does the denmand
for networking products and services to allow these PCs to share networked
resources. Digital's Personal Conputing Systens Architecture enables the
integration of PCs into Digital's enterprise-w de network systens. The

sof tware products devel oped using this architecture are referred to as

t he PATHWORKS product fam|ly. PATHWORKS products support a variety of

PC platfornms and operating systens, and acconmodate di fferent physica
networks and transport and service protocols. This flexibility allows PC
users to access resources outside their PC environnment, such as renote
files, printers, databases, and electronic nail.

2 Introduction

When the | BM Corporation introduced its first personal conputer in 1981
few coul d have foreseen that by 1992 nillions of PCs woul d have been

sold worl dwi de, radically changing the conputer market in the process.

The term PC usually inplies an Intel 80x86 fanmly or a Mdtorola 68000
series processor, sized to fit under a desk or smaller and commonly priced
under $5000. The | ow price has hel ped to fuel an explosive growh in

t he nunber of hardware products and software applications available for

PC platfornms. PCs are now ubi quitous and represent the | argest class of
net wor ked conputers.

Even before the introduction of the PC, small conputers were being

net wor ked together to share data and hardware resources. In 1990 as many as
40 percent of the installed PCs were networked.[1] By 1994, an estimated

75 percent of the increasing number of PCs will be |inked together with
products from many networki ng vendors. These vendors provide services that
comonly include transparent access to renote files, printers, databases,
and el ectronic mail.

Di gital Equi pnrent Corporation is a worldw de | eader in networking

services. Since 1986, we have been devel oping the Personal Conputing
Systens Architecture (PCSA) to neet the growi ng needs of PC client-server
applications in local and wi de area network systens. Many technica
obstacl es were nmet and overcone in the design and devel opnent of PC

i ntegration products. The PATHWORKS product fanmily, derived from PCSA
reflects the diversity of Digital's custoners' needs and environnents.
PATHWORKS sof tware products support a variety of PC platforns and operating
systenms, and accomopdate different physical networks and transport and
servi ce protocols.
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To hel p the reader conprehend the scope of the PATHWORKS of ferings, we
begin this paper with a basic discussion of PC hardware and software,

foll owed by information about the various protocols used in PC networKking.
We then describe how Digital's PATHWORKS product set allows integration of
PCs into network systemns.

3 PC Har dwar e

This section describes the PATHAMORKS I ntel and Maci ntosh client platforms
and i ntroduces rel ated PATHWORKS servi ces.

Intel Platforns

The nost popul ar operating systens in the world, I1BMs PC-DOS, Mcrosoft's
MS- DOS, and M crosoft Wndows, are designed to take advantage of the
features of the fanmily of Intel chips that includes the 8086, 80286, i 386,
and i 486 nicroprocessors.

The 80x86 nenory architectures have evolved from 16-bit addressing with
implicitly referenced 64-kil obyte segnents in the 8086 processor, to

32-bit addressing with a paged virtual nmenory in the i 386 or higher
processors. Recent Intel processors have features previously associated

Wi th mniconmputers. The i486 chip, for exanple, has an integrated floating-
poi nt processor, instruction and data caches, and hardware support for

mul titasking. This range of processor capacity highlights a nmgjor concern
of the designers of Digital's PATHWORKS products, i.e., howto efficiently
accomodat e the range of differing functionality found in the installed

I ntel -based PCs.

Al t hough this PC market has had little de jure regulation, |BMs market
presence has shaped the de facto interface standards. The industry standard
architecture (ISA) system bus and the video graphics array (VGA) display
technol ogi es are exanpl es of such standards.

The npbst common system bus, the | SA bus, provides 16-bit data access to a
24-bit (i.e., 16-megabyte) address space. Physical and electrical interface
conventions have been established and thousands of interface boards are
avail able. IBMintroduced the | SA bus and | ater devel oped the M cro Channe
Architecture (MCA) bus, which provides 32-bit data access to a 32-bit
(i.e., 4-gigabyte) address space, automatic bus sizing, and accel erated
data transfer nmechanisns. The MCA bus is not conpatible with the | SA bus.
Consequently, a nunber of manufacturers other than IBMjoined forces and
devi sed the extended | SA (ElI SA) bus, with features anal agous to those of
the MCA bus. Even though Digital's PCs use either the | SA or El SA bus, we
support our custoners' MCA bus machi nes through software and periphera
devi ce offerings.



Graphi cal user interfaces (GUIs) such as the one provided by the M crosoft
W ndows software are beconing the rule rather than the exception. IBMs
col or graphics adapter (CGA) display was an early standard at 320 col ums
by 200 rows and a range of 4 colors. VGAis a nore recent standard, with
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variants that can generate a screen up to 1024 by 768 in 256 colors. There
is no widely accepted display standard beyond VGA, and it may be sufficient
for manufacturers of innovative display technologies to provide device
drivers for transparent use by Mcrosoft Wndows applications. For exanple,
t he PATHWORKS eXcursion for Wndows display server, which inplenments the X
W ndow System protocol and operates in the Mcrosoft Wndows environment,
uses the display drivers supplied with the Wndows software. The eXcursion
server thus | everages any new di splay technol ogi es with which W ndows
drivers are supplied. However, the standal one DOS-based X W ndow System
servers supplied with the PATHAMORKS software nust be nodified to use a new
di spl ay technol ogy.

Network interface cards (NI Cs) provide access to |local area network (LAN)
systenms. NI Cs that adhere to | SA, MCA, and El SA standards are avail able
from dozens of manufacturers for many networking topologies. Digita
manufactures NICs for thick, thin, and tw sted-pair Ethernet connections.
PATHWORKS products support the Network Datalink Interface Specification
(NDI' S) and thus accommodate Ethernet and token ring cards from ot her
vendors. NDI'S also permits the use of parallel transport stacks in the
PATHWORKS for DOS and PATHWORKS for OS/ 2 products. Digital also supplies
Net Ware drivers for its DEC Et her WORKS cards for use on Novell networks.

Maci nt osh Pl atforns

The Appl e Maci ntosh PC enbodi es an integrated hardware and software system
architecture that has not been cloned by conpetitors and thus has fewer
variants than the Intel-based PCs. Macintosh PCs use the Mtorola 68000
series mcroprocessor. The | ater versions of these mcroprocessors provide
32-bit operations on a 32-bit address bus, with virtual paged nmenory.
Application programmers are largely shielded fromthe underlying hardware
by an extensive operating system application programrng interface (API).

All current Macintosh PCs are equi pped with bit-mapped graphics, sound-
generating hardware, a desktop bus for keyboard and nouse connecti on

and an Appl eTal k network comuni cati ons port. Some Maci ntosh PCs have
system buses that permt peripheral card extensions. Al Macintosh PCs
al l ow comuni cati on by nmeans of the AppleTalk family of protocols over the
Local Tal k LAN.[2] Ethernet/Local Tal k bridges and routers are avail able from
several vendors. Digital's PATHWORKS product famly includes VMS Appl eTal k
transport stacks and an Appl eTal k/ DEChet gat eway.

4 PC Operating Systens
The PATHWORKS product set supports several client operating systenms, nanely

MS- DOS, M crosoft W ndows, Apple Macintosh, and OS/2, a joint effort of |BM
and M crosoft.
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MS- DOS Operating System

M crosoft's M5-DOS (and | BM s PC-DOS) operating system evolved as a
collection of services for a single-tasking, Intel-based PC. In addition to
file and print services, DOS provides a sinple framework for 1/0O nenory
managenent, and ot her system services. A command line interpreter is used
to |l oad an application, which nmay i nvoke DOS services or take over various
har dware functions on its own. Although DOS is evolving in the direction

of providing a protected virtual machi ne environnment, applications may
bypass or subvert systens services provided by current DOS versions. This
conplicates the design of DOS client systens services such as PATHWORKS
net wor ki ng sof tware.

M crosoft W ndows Environment

M crosoft W ndows software operates over the DOS operating systemto
provi de a protected rultitasking (nonpreenptive scheduling) virtual machine
operating environment and a graphical user interface. Unlike DOCS, the

W ndows environnment inposes severe constraints on application structure

and interface design, and on the design of system support software such

as PATHWORKS network drivers. Although much of the success of the W ndows
software is due to its ability to multitask traditional DOS applications,
there is a rapidly growi ng nunber of W ndows-specific applications

that take advantage of the graphical environment, such as the PATHWORKS
eXcursion for Wndows server.

Maci ntosh Client Software

The first Macintosh client was an integrated nultitasking hardware and
software systemwith a well-defined application structure and interface
definition. Subsequent hardware and software devel opnent has refined and
ext ended operating system services. The Maci ntosh Comruni cati ons Tool box,
for instance, defines an APl that is used by the PATHWORKS Maci nt osh cli ent
to enabl e Macintosh PCs to participate in a DECnet network.

0OS/ 2 Operating System

0OS/ 2 was conceived by Mcrosoft and I BM as a protected-node operating
system OS/2 software features preenptive nmultitasking, process threads,

i nt erprocess conmuni cati on, and an extensive GUI. OS/2 provides only
limted support for DOS applications, partly because of the constraints
of the Intel 80286 microprocessor, and has yet to achieve its anticipated
popul arity. However, OS/2 remains a powerful operating system and
appl i cations devel opnent environnent, and IBMis addressing perceived

i nadequacies. Digital's PATHWMORKS fanm |y includes OS/2 LAN Manager server
and client offerings.
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5 PC Networ ks

Even before I BM coined the term PC, m croprocessor-based nmachi nes were
usi ng networks to share expensive hard disks. Sal es of networks on which
PCs act as both servers and clients have undergone trenmendous growth and
have outpaced m ni conmputer networks in the |ast several years. The npst
common service offered by PC networks is transparent access to renote files
and printers, which permits PC applications to share resources provi ded by
a network server.

The popul arity of PC networks has al so spawned a variety of distributed
applications such as database, electronic mail, and group productivity
products. Most PC client-server applications are sinply PC applications
that simultaneously share files stored on a renote file server. These
applications use a file server to achieve their distributed nature.

PC networks are inplenented over nmore than a dozen underlying physica

| ayers; Digital's PATHWORKS products support Ethernet, token ring networks,
and asynchronous lines. Al mniconputer and mai nframe vendors have
products that pernmit PCs to obtain services fromtheir enterprise-w de
networks. Digital's PATHWORKS for VMS and PATHWORKS for ULTRI X products
provi de transparent file and print services to DOS, Wndows, OS/2, and

Maci ntosh PC clients. PC files stored on the VM5 or ULTRI X operating system
may be accessed by other PCs or by users of the host operating system

I n addition, PATHWORKS products provi de database access, X W ndow System
support, term nal erulation, electronic mail, and many ot her services
famliar to those in a Digital environment.

As noted above, PC networks use many physical networking protocols. In the
foll owi ng sections, we describe PC transport protocols and the application-
| evel service protocols used to encode the renpte service prinitives.

Transport Protocols

Commercial PC networks use a wide variety of transport and service
protocol s. Although m niconputer transports are available to neet sone
needs, nost vendors have introduced their own to address concerns such as
performance and size, which are critical in conpetitive concerns such as
performance and code size.

The network basic 1/0 system (NetBl OS) software, devel oped by |IBM defines
an interface to a connection-oriented transport, a connectionl ess datagram
service, and a nanme service API.[3] In addition to being the Mcrosoft LAN
Manager transport interface, NetBlI OS has beconme a w dely accepted standard
for PC applications communicating directly with transports.

Figure 1 shows that NetBlI OS can be inplenented by PC network vendors over a



variety of underlying transports. Digital's PATHWORKS products have NetBI OS
interfaces to the DECnet protocol and the transm ssion control protoco
/internet protocol (TCP/IP).[4,5] O her popular conmercial transports

i ncorporating NetBIOS interfaces are the internet packet exchange (1PX)

the Xerox Network System (XNS), and the NetBlI OS extended user interface
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(NetBEUI ). Many of these transports al so have a native transport APl that
allows the application to nake use of features not available through the
Net BI OS i nterface.

The TCP/IP protocol famly is beginning to achieve sonme visibility in

the PC network market. At first largely associated with UNI X and ULTRI X
networks and Sun M crosystens' Network File Service (NFS) protocol, TCP/IP
has been lately offered as an underlying transport for NetBIOS in severa
vendors' products, including Digital's PATHAORKS family. In addition to
transparent file and print services, PC users of TCP/IP require access

to a variety of tools and utilities, such as nail and term nal enul ation,
which nmay resenble UNI X or ULTRI X tools and utilities. Digital's PATHWRKS
fam |y has adopted the approach of nmintaining parallel TCP/IP and DECnet

i mpl enment ati ons, both of which have a PC-centric rather than a host-centric
orientation.

The PATHWORKS TCP/ I P inplenmentati on operates over either an Ethernet or a

token ring network, and provides a file transfer protocol (FTP) utility, a
TELNET term nal erulator, and a Berkeley Software Distribution (BSD)-1ike

socket interface for application devel opers.

Many of Digital's custoners have extensive DECnet networks. Digital's
PATHWORKS product family provides PC clients with full Phase |V end-node
functionality, including file access |istener (FAL), network file transfer
(NFT), conmand term nal (CTERM), and network utilities. PATHWORKS products
al so support a NetBIOS i npl enentation that uses the DECnet protocol as

a transport. The PATHWORKS DECnet i nplenmentati on operates over either an
Et hernet or a token ring network and provides a BSD-|li ke socket interface
for application devel opers.

Net Ware software from Novell Corporation is a popular famly of PC network
services. The internet packet exchange protocol is Novell's derivative

of the Xerox internet datagram protocol. IPX is the network transport

that underlies SPX, a sequenced reliable protocol. IPX is also used by

the NetWare core protocol, NCP. Novell also supplies an inplenmentation

of the NetBIOS interface over the I PX protocol. Digital supports the |IPX

/ SPX protocol on DOS clients through the PATHWORKS for NetWare coexi stence
product, and has announced plans to integrate NetWare protocols into
PATHWORKS products in a way that parallels current use of LAN Manager
protocol s.

The AppleTalk fanm |y of protocols enployed by Macintosh PCs accommpdat es
three hardware | ayers: token ring, Ethernet, and Local Tal k. Appl eTal k

i ncludes a datagram delivery protocol, routing and name bindi ng protocols,
and several session-|level and service protocols.

For efficiency, many PC network vendors have invented their own protocols.



For exanple, both the IBM M crosoft NetBEU and the 3Com Corporation NBP
transport protocols have been optinized to work on LAN topol ogies. [ 6]
Digital's PATHWORKS software provides the | ocal area transport (LAT) and
| ocal area systemtransport (LAST) protocols on several of its client
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platforns; these protocols are used to access term nal services and
I nf oServer di sk services.

Servi ce Protocol s

Service protocols encode high-level service requests at the application

| ayer; these protocols are often vendor-specific. Typically, an application
i ssues a standard I/ O request, such as "open file," to a systens interface
to obtain transparent access to a renote file or print service. The request
may be either intercepted (e.g., in Novell's NetWare software on DOS) or
channel ed through the operating system(e.g., in the Mcrosoft LAN Manager
or Apple Macintosh software) to a redirector or shell software nodul e that
encodes it into a service protocol packet. The redirector then sends the
service request to the local transport. Wen the response packet arrives
fromthe service provider, the redirector interprets the service protoco
and provides the application with the appropriately fornmatted response. The
redirector may al so provide an APl for access to nontransparent services
such as peer-to-peer comruni cati on and nanagenent of a renpte server.
Figure 2 illustrates the role of service protocols in fulfilling a client
request.

The M crosoft LAN Manager redirector software uses the server nessage

bl ock (SMB) protocol to access renpote file and print services.[7] This
protocol may run over multiple transports, each transport accessed by neans
of a NetBIOS interface. The redirector also provides a client APl over

the SMB protocol for many nontransparent services such as peer-to-peer
comuni cations via nanmed pipes, a nessaging service, and renpte server
managenent .

Novel | 's NetWare software uses the NCP protocol to access renote file

and print services. This popular service protocol runs only on the |IPX
transport stack. The NetWare shell provides client APIs over NCP for many
nontransparent services such as transaction tracking, semaphores, and
renote server nmenagenent.

Appl e' s Appl eShare software uses the AppleTal k suite of protocols. This
suite includes the AppleTalk filing protocol (AFP) and printer access
protocol (PAP), which permt transparent file and printer redirection

Sun's NFS system has wi despread nultivendor support in UNI X and ULTRI X
environnents. There are a variety of PC products that work over the IP
protocol famly to provide file services froma standard UNI X or ULTRI X NFS
server.

PATHWORKS Product Fam |y

Commensurate with Digital's role as a network integrator, the PATHWORKS



product family is large and diverse. In the follow ng sections we
characterize the PATHAWORKS family by its client platforns, server platforns
and services, and physical networks and network protocols. Table 1 shows
the history of the PATHWORKS product family.
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Tabl e_1: Product _History
Ar ea 1986_-_89 1990__ 1991
Supported__
File and LAN LAN LAN Manager
Pri nt Manager Manager
Appl eShar e Appl eShar e
Server VM5 VM5 VM5
ULTRI X ULTRI X
0os/ 2 0os/ 2
Transport DECnet DECnet DECnet
Appl eTal k Appl eTal k
TCP/ I P TCP/ I P
Net BEUI
Net wor k Et her net Et her net Et her net
Local Tal k Local Tal k
Token Ri ng
Clients DOs DOs DOs
0os/ 2 Maci nt osh
Maci nt osh 0os/ 2
W ndows 3.0
Net Var e

Coexi st ence

Since its introduction in 1986,
to expand the |list of client
The nost
under DOS and/ or

supports.

popul ar client

pl at f or s,

t he PATHWORKS product family has continued
servers,
platforns are Intel-based and operate

M crosoft W ndows. These clients can be serviced by VMS,

and transports it



ULTRI X, and OS/2 servers. The Macintosh clients can be serviced by VMS
servers.

The PATHWORKS product famly offers transparent file and print services

t hrough two technol ogies: the Mcrosoft LAN Manager is used for DOS, OS/2,
and W ndows client platforns; AppleShare is used for Macintosh platforns.
In addition, on DOS and W ndows platforns a dual -service stack approach is
used to allow these platfornms to access native NetWare services through the
PATHWORKS for NetWare Coexi stence product. Table 2 shows how clients and
servers can be connected by nmeans of different transports. The first colum
is alist of the supported servers; each cell shows the transports that can
be used to connect the client and the server.
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Table_2: Cient-Server_Transports

Server Client_Platforms
Support ed
VS DOS W ndors OS/2 Maci nt osh

DECnet DECnet DECnet Appl eTal k

TCP TCP TCP
/1P /1P /1P
LAST LAST

ULTRI X DECnet DECnet DECnet
TCP TCP TCP
/1P /1P /1P

0os/ 2 DECnet DECnet DECnet
TCP TCP TCP
/1P /1P /1P

Net BEUI __Net BEUI __Net BEUI

The Macintosh client also supports the DECnet transport. However, file and
print services are only avail abl e through the AppleTal k stack. Clients al so
have access to a nunber of transport gateways, including Appl eTal k- DECnet,
X. 25, and the System Network Architecture (SNA), the latter two through
Digital network products.

The default PATHWORKS network protocol is the DECnet protocol. TCP/IP is
avail abl e as an optional add-on to the base platform The DECnet protoco
allows the user to access the followi ng services in addition to the
transparent file and print services:

o A full set of managenent tools (e.g., the DECnet network control program
for managi ng the transport).

0o The NFT utility for transferring files to systens that do not have
server software

o A renote disk (as opposed to renpte file) nechani smover the LAST
protocol. This nechanismallows access to Digital's InfoServer products



t hat support networked CD-ROMs, i.e., read-only optical disks.

DOS and W ndows terninal enul ators operating over the LAT or CTERM
protocols, as well as asynchronous |lines. The LAT protocol nay al so
be used to attach a local PC printer to a VMS print queue.

A DOS- based X W ndow System server that allows the PCto act as a
di splay device for Mdtif or DECwW ndows applications.

A lowend electronic mail utility that provides a PC front end to the
VMS and ULTRI X nmai |l systens.
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o Devel oprment tools in the formof programming libraries for access to
peer-to-peer conmunication with renote applications.

The TCP/I P protocol allows the user access to the follow ng services in
addition to those |listed above:

o The FTP utility for file transfer

0 The ability to use the base ternminal enulator to allow operation over
TELNET

0 The ability to run the DOS-based X W ndow System server over TCP/IP as
wel | as over the DECnet protoco

Every Maci ntosh PC includes software to access basic file and print

servi ces over the AFP. The PATHWORKS Maci ntosh product fami |y provides
those services on server platfornms, but also provides a set of transport
protocols and utilities on the Macintosh client. In particular, PATHWORKS
products supply a DECnet stack with file transfer and managenent utilities,
a LAT inplenmentation and terninal enmulator, and an X W ndow System server

i mpl enentation that operates over the DECnet or an optional TCP/IP stack
The PATHWORKS Maci ntosh client includes a programrng tool for access to
renot e dat abases on Digital platforns.

The PATHWORKS OS/ 2 client provides a LAN Manager redirector and SMB access
to basic file and print services over the DECnet protocol or an optiona
TCP/ I P stack, and a collection of tools and utilities simlar to those for
t he PATHWORKS DOS client. Some features, such as an X W ndow System server,
are | acking.

In addition to the applications included in the base PATHWORKS product, the
following client applications are available as | ayered products:

o eXcursion for Wndows, a Mcrosoft Wndows/ X W ndow System server
application that allows X Wndow client applications to share the PC
di splay device with native Wndows applications

0o X 400 nmmil, which provides PC front-end access to Digital's X. 400 ni |
server products

o Conferencing, which provides a PC front end to VAX Notes
o Videotex, which provides a PC front end to Digital's Videotex servers

o DECquery software, which provides a PC front end to structural query
| anguage (SQL) services



Digital also provides devel opnment tools for building distributed
applications on the PATHWORKS base system These devel opnent tools include
dat abase access to a host-based SQL server by nmeans of the SQL services and
di stributed transaction processing through the DECtp for ACMS product.
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6 Sunmmary

The PATHWORKS product fam |y provides direct access to the |local and

wi de area enterprise environment from desktop devices. Clients can access
multiple file and print servers, gateways, database servers, transaction
processi ng systens, and electronic nmail systems on a variety of server
platforns in a consistent manner fromnultiple desktop platforns.

The services provided by the PATHWORKS product set are the foundation for
the integration of desktop applications with host system services such

as those available with the VM5, ULTRI X, and OS/ 2 systens. PATHWORKS
network software nakes it possible to develop front-end processors for
today's host-based applications and to design new distributed applications.
Hence, PATHWORKS products allow the existing conmputing infrastructure to
progressively evolve towards a distributed nodel .
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