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1 Abstract

Digital's PATHWORKS for DOS version 4.1 personal conputer integration
software includes two network virtual device drivers for the M crosoft

W ndows environment. These drivers all ow Wndows applications operating
in a protected processor node and standard DOS applications in a virtua
machi ne to concurrently access services designed to run in real node under
the DOS operating system The network virtual device drivers, avail able
only in Mcrosoft Wndows enhanced node, nmanage DECnet and Net Bl OS
operations and permt the full use of these interfaces.

2 Introduction

M crosoft Wndows virtual device drivers are | oadable software nodul es that
extend the W ndows operating systemand enable it to support periphera

devi ces, nenory resources, and software applications. Sonme of these
nodul es al |l ow applications that operate in different processor nodes

with corresponding differences in nmenory access to comunicate with one
another in a network system Digital's PATHWORKS products make it possible
to integrate personal conputers into |ocal or wi de area network systens.
The PATHWORKS for DOS software includes two network virtual device drivers,
whi ch nmanage DECnet and network basic |/O system (Net Bl OS) operations in
the Mcrosoft Wndows environnment for PCs.

Thi s paper begins with a discussion of the Mcrosoft Wndows environnent
for which the PATHWORKS for DOS product provides network virtual device
drivers. The basic processor operating nmodes and M crosoft W ndows
operating nodes are described, preparatory to an explanation of M crosoft

W ndows enhanced node. This explanation is essential because virtual device
drivers operate only in enhanced node.

Next, the paper details the capabilities of virtual device drivers, such
as providing the means for Wndows and DOS applications to communi cate.
The focus then turns to the environnent for devel oping Mcrosoft W ndows
virtual device drivers and concludes with a description of the structure
and functionality of the two network device drivers included in the
PATHWORKS for DOS software.

3 Mcrosoft Wndors Environnment

The M crosoft W ndows environnent is a graphical, multiapplication system
for personal conputers that use the Intel 80286 or higher microprocessor
For 80286- based systens, the Wndows system operates in its standard

node, using the real and protected processor nodes. On the 80386 or higher



m croprocessor, the Wndows system can al so operate in its enhanced node,
usi ng both protected and virtual processor nmodes. Enhanced node all ows the
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W ndows systemto fully utilize processor features such as virtual nenory
and rmultiple virtual machines. Virtual device drivers are available only in
t hi s enhanced node.

Basi ¢ Processor Operating Mdes

Al nmenbers of the 80x86 fanily, including the 80386 m croprocessor,

cal cul ate addresses in nenory by using a segnment register and an of fset.
However, the nethod for calcul ating the physical address varies, depending
on the processor nmode. The basic processor operating nodes are real node,
protected node, and virtual node.

Real Mbpde. This node is used by the DOS operating system exclusively and
by nmpost DOS applications. The processor cal cul ates physical addresses by
shifting the contents of a 16-bit segnent register left by 4 bits and
adding a 16-bit offset. Therefore, only the first 1 nmegabyte (MB) plus
65,519 bytes of a PC s physical nmenory are directly accessible in this
node.

The basic |ayout of PC nmenory is shown in Figure 1. The first negabyte of
physi cal nenory is known as conventional nmenory. This area may incl ude

t he PATHWORKS i npl ement ati on of the DECnet transport protocol, nanely

t he DECnet Network Process conponent, as well as other menory-resident
software. In addition, conventional nmenory nay contain the DOS operating
system and DOS applications. The next 65,519 bytes are called the high
menory area. Bank-switched menmory, known as expanded nenory, nay al so

be available. In real node, nenory protection and virtual nenory are not
available, illegal instructions are generally ignored, and I/O instructions
are al ways al | owed.

Protected Mode. In this node, a segnment register contains a selector.

Part of the selector is an index into a descriptor table nmintained by

the hardware. A flag in the selector indicates which of two descriptor
tables to use, the local descriptor table or the global descriptor table.
The processor adds the offset to the |inear address obtained fromthe
appropriate descriptor table. The 80386 inplenentation differs fromthat of
the 80286 because the 80386 processor offers both 16- and 32-bit genera
regi sters and offsets, whereas the 80286 processor has 16-bit genera

regi sters and of fsets.

In protected nmode, if paging is disabled, the |inear address is the

physi cal address. |f paging is enabled, the |inear address is decoded

into a page directory entry, a page table entry, and an offset. The page
directory entry identifies a page table, and the page table entry provides
a physical address.

Protected node is used by applications that use DOS extenders to access



menory beyond that which is accessible fromreal node. 80386 processors
operating in protected node nay use virtual menory. In this node, an
illegal instruction causes a processor trap, and I/ O instructions nmay be
sel ectively allowed or trapped.
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Virtual Mbde. This node inplenents a virtual nmachine that enul ates the
behavi or of an 8086 m croprocessor. Address calculation in this node is
simlar to that in real node, except that in virtual node the result of the
shi ft-and-add operation is a |linear address. The processor converts this
address to a physical address, as in protected node. Processors operating
in virtual node may use virtual nenory. Also, each virtual machine can have
a separate page directory, an illegal instruction causes a processor trap
and I/ O instructions nmay be all owed or trapped.

M crosoft W ndows Operating Mdes
The M crosoft W ndows environnent supports several operating nodes.

W ndows Real Mbde. Simlar to previous versions of the Wndows system

W ndows 3.0 can operate in real node, i.e., use conventional nenory,
expanded nenory, and the high nenory area. This node is not supported in
W ndows 3. 1.

W ndows Standard Mode. W ndows 3.0 and 3.1 can operate in standard node on
the 80286 or higher nicroprocessor. This npde uses the protected processor
node, but does not take advantage of the 32-bit features of the 80386
processor. The W ndows system and W ndows applications are | ocated outside
conventional nmenory, except for code necessary to provide the comrunication
links with DOS and other resident software. Standard DOS applications run
in real nmode and occupy the full screen, as if the Wndows system were

not present. Switching between W ndows and non- W ndows applications is
acconpl i shed by perform ng a sequence of keystrokes in exactly the sane
manner as under the MS-DOS version 5.0 task switcher. Virtual device
drivers are not used in standard node.

W ndows Enhanced Mbde. |In enhanced node, the M crosoft Wndows system
provi des each non-W ndows application a virtual machine in which to
operate. These machi nes are preenptively nultitasked, so even conpute-
bound, non-W ndows applications can run in the background. The W ndows
system and all Wndows applications share a single virtual machine so they
can comuni cate with each ot her

The M crosoft W ndows system uses the protected and virtual nodes of the
80386 processor. Paging is always enabled. The first 1MB plus 65,519 bytes
of the linear address space is mapped to the first 1MB plus 65,519 bytes of
menory belonging to the virtual machine currently executing. This mapping
all ows each DOS application its own block of nenory in which to run.

Some data nust be shared anobng the virtual nmachines. Wenever all or nopst
of the data in a page is shared, a gl obal page is used. Mst resident
software that was | oaded before the Wndows systemstart-up is stored in
gl obal pages. Selected data within these gl obal pages may be mai ntai ned



separately for each virtual machine. This practice is called instancing and
may be requested by the resident software.
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To support operations requested by virtual nachines, virtual device drivers
extend the M crosoft Wndows kernel. The drivers are | oaded at W ndows
initialization and effectively becone part of the kernel

The M crosoft W ndows enhanced node kernel uses 32-bit registers and

of fsets. The segnent registers are |oaded with selectors that allow access
to all of nenory when the kernel is operating and elinmnate the need to
break code and data into 64-kilobyte (KB) segnments of menmory. This nenory
nodel is known as the flat nodel.

Al t hough the W ndows enhanced node kernel is witten to use 32-bit

regi sters and offsets, nost of the remaining libraries supplied with

the Wndows system and nearly all applications are witten to use 16-bit
regi sters and offsets. The Wndows applications run in protected node,
whereas virtual node provides support for the DOS applications, which need
not even be aware that the Wndows environment exists.

4 Virtual Device Driver Capabilities

Virtual device drivers provide the neans for Wndows and DOS applications
to communi cate, support asynchronous operations, virtualize hardware ports
and interrupts, and directly handl e hardware and software interrupts. These
capabilities are described in the follow ng section.

Communi cati on between Protected-node and Real - node Software Applications

A virtual device driver provides a bridge between W ndows applications
running in protected node and DOS term nate and stay resident (TSR
applications witten to run in real node with no know edge of protected
node. A W ndows application that calls an application programm ng interface
(API') passes it a valid protected-node address. Wthout virtual device
drivers, the real -npde software would interpret this address as a real -node
address, usually pointing to a location within the DOS operating system

A virtual device driver can map the nmenmory into conventional nmenory and
change the addresses so that the real -node software correctly accesses

the caller's data. The virtual device driver should enter a critica

section to avoid task switching while calling real-node software that is
not reentrant.

Communi cation between Transi ent DOS Application Software and G oba
Resi dent DOS Sof t war e

Most DOS application software and DOS TSR software is not designed to run
in the Mcrosoft Wndows environnent. Wile executing, a DOS application
is mapped into conventional nenory. If the application calls resident
software, and a task switch occurs while an operation is in progress, data
woul d be delivered to the wong application



There are two ways to handle this situation. The virtual device driver can
enter a critical section to disable task switching until the operation is
conpl ete. This approach works well for synchronous operations that never
take a perceptibly long tinme to conpl ete.
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However, the system does not respond to nost user input while the virtua
device driver is in a critical section. Consequently, for |long synchronous
operations, the end user of the application may believe that the system
is hung. If the real-npde software supports asynchronous operations, the
virtual device driver can convert the operation to an asynchronous call
Handling the situation in this manner requires that a critical section be
entered only for the tinme it takes to queue the call, and then only if the
real -node software is not reentrant.

Support for Asynchronous Operations

Asynchronous operations, whether in real or protected node, require that
the virtual device driver be able to buffer data in a nenory pool that is
mapped into every virtual machine. In addition, the driver nust set up a
conpl etion call back routine to wake up the virtual nachine that made the
request, deliver the data to that virtual nmachine, and transfer control to
a caller-specified callback routine, if necessary.

Virtualization of Hardware Ports and Interrupts

Anot her function of virtual device drivers is to virtualize hardware
ports and interrupts so that the Wndows system can successfully emnmul ate
several 8086-based nmachi nes at once. Each virtual machine runs a DOS
application that assunes it has sole use of a machine. DOS is a m nina
operating system and does not provide nuch of the functionality required
by applications. Therefore, npst DOS applications bypass the operating
system except to access the file system It is common for an application
to set up its own interrupt handlers and to read and wite hardware ports.
If several applications in separate virtual nmachines were to attenpt these
operations at the sane tinme, the applications would interfere with one
other. A virtual device driver can trap access to hardware 1/O ports and
regul ate access to the actual hardware.

Direct Handling of Hardware or Software Interrupts

The virtual device driver can provide the functionality of real-npde
software. |If the user has no need to run this software outside the W ndows
envi ronnent, the software can be renoved from nmenory. Renoving the real-
node software reduces the need for context and node swi tchi ng, nmapping,
and copying, and thus offers a consi derabl e performance advantage. |f

the resident software is renoved, nore nenory is then available to DOS
applications running in the Wndows environnent.

5 Devel oprent Environnment

The M crosoft W ndows systemincludes virtual device drivers. M crosoft
al so has a device driver devel opnent kit specifically for devel oping



virtual device drivers.[1] This section describes the environnent for
devel opi ng and debuggi ng this driver software.
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Devel opnent Tool s

Currently, virtual device drivers are witten in assenbly |anguage because
hi gher-1 evel | anguage conpilers generally lack the ability to generate code
with 32-bit offsets and registers. A special 32-bit assenbl er and |inker
are provided with the Mcrosoft Wndows device driver devel opment Kkit.

Debuggi ng Tool s

Virtual device drivers are debugged using the WDEB386 software nodul e.
Thi s debug tool requires that a term nal or equival ent be connected to
one of the conmmunication ports on the PC, the debugger perforns its I/0O
to that communications port. Synbols are available in the debugger, but
source-| evel debugging is not provided.

To take full advantage of the WDEB386 capabilities, the debug version

of the Mcrosoft Wndows W N386. EXE nodul e shoul d be used. This version
contains many features essential for investigating the behavior of the

W ndows system and, in particular, for debugging virtual device drivers.
The features include commands to display the registers, the stack, and

the control blocks for each virtual machine. Many of the virtual device
drivers included with the Wndows system and the two included in the
PATHWORKS for DOS product, have a debug entry point that may be invoked

by entering the period keyboard character, followed by the nane of the
virtual device driver. Two particularly useful debug entry points are .VMM
and . V86MVCGR, which provide detailed informati on about nenory usage for
each virtual machine, including the use of expanded nmenory and the high
menory area. WDEB386 can be used successfully in the Wndows environment to
debug virtual device drivers and to di agnose bugs in the read-only nmenory
basic 1/0O system (ROM Bl OS) and ot her resident real -node software

The CodeVi ew for W ndows debug tool is intended for debuggi ng applications
and dynamic link libraries, not for debugging virtual device drivers.
However, the CodeView and WDEB386 tools can be used sinmultaneously to

di agnose probl ens that occur when applications cause the W ndows system
to fail.
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6 The Network Virtual Device Drives

The PATHWORKS for DOS software provides two APIs for task-to-task network
conmuni cati ons. One is a DECnet socket-based interface, which uses an
argunment block called an 1/O control block (10OCB). The other is the

i ndustry-standard PC networking interface, NetBIOS, with sone extensions
provi ded by Digital to support w de area networks. The NetBIOS interface
uses an argunent block called the NetBIOS control block (NCB). Both
interfaces are fully supported in Wndows enhanced node.

Digital's PATHWORKS for DOS version 4.1 includes two virtual device drivers
to support networking: VDNET. 386, which handl es DECnet socket calls, and
VNETBI CS. 386, which handl es NetBIOS calls. Although they support different
APl's, these two virtual device drivers are sinmilar in structure. The

di scussion in this section applies to both drivers unless otherw se not ed.
These drivers are included with the current PATHWORKS version 4.1 product
and with Wndows version 3.1. To identify Digital Equipnent Corporation

as the devel oper of the drivers, Mcrosoft requested that the nodul e

nanmes VDNET. 386 and VNETBI OS. 386 be changed to DECNET. 386 and DECNB. 386,
respectively, in Wndows version 3.1. In this paper, the nonenclature VDNET
and VNETBIOS is used to refer to these two nodul es.

The drivers invoke the real -nmode network software in the virtual machine
that requested the operation. Creating a "network virtual nachine" to which
the driver would route all network activity would have all owed nost of the
network software to be | oaded into a single virtual machine and thus freed
up conventional nmenory for non-W ndows applications. However, using this
desi gn woul d have incurred the overhead of switching on virtual nachines
for every network access, timer tick, and network hardware interrupt. In
addition, creating a network virtual machine would have required that

the data link |ayer and the DECnet schedul er be capabl e of performng

the virtual machine switch. Finally, this design would be practical only
for those users who access the network exclusively while operating in a

M crosoft W ndows environnent.

Initialization

Virtual device drivers are called several tinmes during Wndows
initialization. While the Wndows systemis still operating in rea

node, the VDNET and VNETBI OS nodul es check to see if the resident network
software is loaded. If it is not, there is no reason to |oad these drivers.
A value is returned that aborts the |oading of the drivers but directs the
W ndows system to continue | oading.

After the Wndows systementers protected node, the drivers are called
agai n during each successive phase of initialization. Each virtual device
driver takes control of the software interrupts used for its respective



APl , reserves space in the control block of each virtual machine, obtains
paranmeters fromthe SYSTEMIN file, and allocates a pool of global nmenory
for comrunication with the real -node resident networking software. Figure
2 illustrates a systemvirtual machine and a virtual nmachine running a
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DOS application. The figure shows the pool of conventional nenory that the
virtual device driver allocates as gl obal nenory.

The drivers performa "sanity check"” to verify that the virtual device
driver can distinguish global nenory frommenory that is local to a single
virtual machi ne. However, the Wndows function to performthis check can
fail when running on some common unsupported software configurations. At
this point, if the sanity check fails, the driver displays a nmessage to
advise the user to exit the Wndows system
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Virtualization of the Network APIs

When an application issues a software interrupt for a DECnet or NetBlIOS

call, the appropriate virtual device driver gains control. If the
application making the call is in protected node, the virtual device driver
al ways maps the call in nenory. Otherwi se, the driver software checks the
control block (i.e., the 1OCB or the NCB) and the buffer addresses to
deternmine if they are stored in global nenory, i.e., nmapped identically

in every virtual nmachine. If so, the virtual device driver does not map the
call, because it will execute properly w thout mapping.

APl Mapping. |If the control block and buffer addresses are not stored in

gl obal nenory, mapping i s necessary. The virtual device driver allocates a
hook control block to the operation. This control block resides in globa
menory and includes an 1 OCB or NCB, which the virtual device driver passes
to the resident networking software. The driver globally maps the caller's
buffers in the mapping-space pool allocated at initialization. The | OCB or
NCB enbedded in the hook control block contains addresses changed to point
to the remapped address in the mappi ng-space pool. The call back (post)
address is set to the callback routine in the virtual device driver, so the
driver is called when the operation is conplete.

Optionally, if the operation is a blocking call that takes a long tine

to conmplete, the virtual device driver nay convert the operation to an
asynchronous call. In this case, the driver sets an internal flag, HF_
Suspend_Unti | _POST, and does not return control to the calling application
until the operation is conplete. Al other virtual machines continue to run
while the network 1/Ois in progress. This design prevents the operation
from nmonopolizing the entire system
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Asynchronous Calls. If the call is asynchronous or has been converted to an
asynchronous call, the virtual device driver nust establish a callback in
order to be notified when the call conpletes. Because the virtual device
driver runs in protected node and the resident network runs in virtua

node, a special type of callback is required. The virtual device driver
uses the Wndows Allocate_V86_Call back service to obtain a real -node
pointer to an instruction in global nenory that causes a trap when executed
in virtual node. The W ndows system handles this trap and transfers contro
to the virtual device driver in protected node.

I nvoki ng the Network Process. The virtual device driver is now prepared

to pass the call to the real -npde networking software. The driver enters a
critical section to avoid reentrance problens and calls the Sinmul ate_Real -
Mode_Interrupt service to invoke the network process as if it were being

i nvoked in real node. The virtual device driver |eaves the critical section
when the sinmulated interrupt returns. |f the operation is not asynchronous,
the caller's 10OCB or NCB i s updated, buffers are unmapped, and the hook
control block is freed. Figure 3 shows a Mcrosoft Wndows call to the
network, intercepted by the virtual device driver and passed to the network
process.
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Cal | back Routine. The driver checks the

HF_Suspend_Until _POST flag to determine if the call was a bl ocking cal
that the virtual device driver converted to an asynchronous call. If so,
control nmust not return to the calling application until the operation is
conplete. Normally, the callback routine in the driver is called at this
time. However, certain NetBlIOS error conditions cause the operation to
return i medi ately without calling the callback routine. Therefore, the
Net BI OS virtual device driver checks the status of the call

If the call is still in progress, the requesting virtual machine
relinquishes its allocated time and retries when the process wakes up

Thi s design protects the process from bei ng awakened prematurely by anot her
virtual device driver. Also, sone NetBlIOS request errors cause the NetBI OS
software interrupt to return i medi ately and do not transfer control to the
cal | back routine. Ordinarily, the process is only awakened by the call back
routine in the virtual device driver on conpletion of the call

The Suspend_VM service can be used to block a virtual machine during such a
call. However, suspending a virtual machine requires that the system cal
every Wndows virtual device driver to notify it of the suspension. The
notification process constitutes a high-overhead operation and is therefore
unsuitable for this use.
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Table_1: Flags_I ncluded_i n_t he_Debuggi ng_Di spl ay

Fl ag I ndi cation

HF _WAit_For | RET Cl eared when the DECnet Network Process conponent
returns to the virtual device driver.

HF_WAit_For _POST Set if the virtual device driver callback is
required; cleared when the virtual device driver
cal | back is called.

HF _WAit_For_Sim_ Set if the caller requested callback; cleared when
POST the caller's callback returns.
HF_POST Crit Set while in a critical section
HF_Fr om PM Set if the caller was in protected node
HF_Cancel ed Set if the operation was cancel ed.
HF_Cancel i ng Set if the operation is being cancel ed.
HF_Suspend_Until _ Set if the operation is a blocking call that is being
POST si mul ated using an asynchronous cal l

Do not return to caller until the operation is

conpl ete.

If the operation is asynchronous, the systemtransfers control to the
virtual device driver callback routine when the operation is conplete, as
shown in Figure 4. This routine calls the Wndows schedul er to wake up the
virtual machine that requested the operation. The W ndows event services
are also called to invoke the event-handler routine in the virtual device
driver when the requesting virtual machine is scheduled. In this way, the
virtual device driver regains control. This process restores the caller's
context before updating the caller's data.

As shown in Figure 4, the event routine updates the user's argunent bl ock
and calls the user's callback routine. Finally, the virtual device driver
unmaps the buffers, frees up the hook control block, and returns control to
the calling application.

Virtual Machine Term nation

When a virtual machine termnates, all virtual device drivers are called to
perform cl eanup. The network virtual device drivers check for outstanding



network operations to the virtual nmachine that is being terninated. Al
such operations are cancel ed, and a warni ng nessage is displayed to the
user. Wndows applications execute in the systemvirtual machine, so their
out standi ng network operations, if any, are cancel ed when the user exits
fromthe Wndows system Network operations by resident software are not
cancel ed when a virtual mnachine term nates.
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Debuggi ng Entry Points

The VDNET and VNETBI OS network virtual device drivers provide debuggi ng
entry points for use by the Wndows kernel debugger. These entry points
give a formatted di splay of the hook control block for each hooked

network call in progress. The display includes the requested function,

buf fer address, the handle of the virtual nmachine fromwhich the call was
requested, the virtual -machi ne-specific address of the caller's argunent

bl ock, and flags. The flags included in the debuggi ng display indicate the
state of the operation, as shown in Table 1

Speci al APl Entry Point

The VDNET network virtual device driver provides an APl entry point that
al l ows application software to determ ne what version of the VDNET driver
is loaded. This function is available to both protected-node and real - nnde
applications.
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7 Sunmmary

PATHWORKS network virtual device drivers extend the Mcrosoft W ndows
enhanced node environment to support nost hardware that can be installed
in a personal conputer. These drivers also support all software that can
run under the DOS operating system including software that bypasses the
operating systemto access the hardware directly. Network virtual device
drivers make network services avail able to the Wndows kernel, to W ndows
and non-W ndows applications, and to other virtual device drivers. The
virtual device drivers included in the PATHAMORKS for DOS software product
permit full use of the DECnet and NetBIOS APls, including Digital-specific
extensions to the NetBIOS interface, in the Mcrosoft Wndows enhanced node
envi ronnent .
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