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ABSTRACT

One crucial function of a workflow managenment system (WFMS) is to
assign tasks to users who are eligible to carry them out. Except
in sinple workfl ow scenarios, roles such as secretary and manager
are not a sufficient basis for deternmining eligibility.
Additionally, WMSs are deployed not only in group settings by
smal | conpani es but also worl dwi de by | arge enterprises. Since

| ocal |aws and business policies have to be followed, task
assignment policies for the sane task generally differ from
country to country and, therefore, nust be specified locally. The
Policy Resolution Architecture (PRA) nodel provides nore
generality and expressiveness than role nodels do and at the sane
time supports the independent specification of task assi gnnent
policies in different parts of an enterprise. PRA can be used to
nodel arbitrary organi zation structures and to define realistic
task assignnment (eligibility) rules by neans of precisely defined
organi zational policies. Thus, PRA provides real-world

organi zations with a precise, sinple means of expressing their
conpl ex task assi gnment policies.

| NTRODUCTI ON

A wor kf | ow managenent system (WFMS) is a software systemthat
manages the flow of work between participants or users according
to formal specifications of business processes called workfl ows.
A wor kfl ow specifies tasks to be perfornmed and their execution
order. Additionally, a workflow specification defines the
internal flow of data between tasks as well as all applications
required to carry out the tasks. For exanple, a travel expense
rei mbursenent workfl ow specifies the tasks of filling, checking
and signing a form and reinbursing an anmount. This workfl ow
speci fies that the form nmust be signed before an anount is

rei mbursed. The workfl ow specification also defines the flow of
the expense form between tasks and the required spreadsheet
application. Finally, for each task of a workflow, sone rule has
to be in place that specifies the users who are eligible to carry
out the task. This set of eligible users is determ ned at run
time, and the task is subsequently assigned to them

One of the key issues in successfully deploying WFMSs in an
enterprise is the correct assignnment of a given task to eligible
users. An eligible user is one who is capable of and responsible
for carrying out an assigned task. This distinction is inportant
because not every user who is capable of performng a task is
necessarily responsible for it. The successful conpletion of a



task, however, often requires that crucial, irreversible

deci sions be nmade by a person who is responsible for the task.
Maki ng the right decisions and then carefully and responsibly
carrying out the task is essential to conducting business
successful ly.

The criteria used to deternmine an eligible user for a task are
mani fol d. A user nust have a specific set of capabilities to be
able to carry out the task. Additionally, the position of a user
in the organization hierarchy and/or the reporting structure of
the organi zation can deternmne if the user is responsible for the
task. Furthernore, limts placed on a user's decision-making
authority can affect eligibility. For exanple, not every

sal esperson is authorized to accept an order that |leads to a
signi ficant increase in manufacturing output. Such an order
requires special attention and internal coordination by a senior
sal es representative. When cost-optin zed task assignnments are
made, the experience of the user as well as the user's skill set
has to be taken into consideration. Hi ghly experienced users are
in nost cases expensive resources, but usually they can conplete
tasks faster than users with average experience. Although users
with either | evel of experience may have sufficient experience to
carry out a specific task, if deadlines are involved or extrene
caution with respect to quality is necessary, a highly
experienced user might be appropriate. In such cases, the
additional cost would be justified.

The previous discussion denmonstrates the necessity of a precise
definition of eligible users for a given task. Such a definition
i.e., set of task assignnment rules, should contain all the
criteria used to determine eligible users for the task. Early in
the devel opnment of Digital's ObjectFl ow WFMS product, the concept
of roles was considered sufficient to nodel the assignnment of
tasks to users.[1l] However, an analysis of distributed
enterprise-w de producti on workflows clearly showed that using
roles as the only assignment nmechanismhas limted value in
deternmining eligibility.[2] The need for a far nobre expressive,
general, and flexible approach becanme obvi ous. The anal ysis al so
reveal ed that workflows are often reused in different parts of an
enterprise. A prominent exanple is the travel expense

rei mbursenent workfl ow, which is discussed throughout this paper
Al t hough a workfl ow is reused, however, the task assignnment
policies may differ greatly in the various parts of an
enterprise. This difference is due to the need to adhere to |oca
| aws and/or to business-rel ated deviations fromthe genera

rul es.

Based on the requirenments derived from several case studies of
conpl ex workfl ows, the Policy Resolution Architecture (PRA) was
devel oped to provide a conprehensive way of specifying task
assignment rules.[2] To support the fact that different parts of
an organization may require different assignment rules, PRA and
its inplenentation were designed as separate conponents. PRA

i ncorporates three najor elenents and thus provides



o] Concepts that enable the nodeling of any organization
structure (not just roles and groups) w thout prescribing
structures that are application dependent.

o] Task assignnment rules as entities in thenmsel ves, separate
froma workflow specification. This nmakes it possible for
each of the different parts of an enterprise to have its
own set of task assignnent rules for the same workfl ow.

o] A | anguage that enables the explicit specification of
organi zati on schemas and task assignnment rul es.
Specifications are processed by a conponent called the
policy resol ution engine during workfl ow execution.

Bef ore explaining PRA in detail and providing the rationale for
its devel opnent, the paper introduces the key concepts of
wor kf | ow managenent. This introduction presents a seem ngly

si nmpl e workfl ow that specifies travel expense reinbursement,
which is later used to introduce the design objectives of PRA.
Note that a real travel expense rei nmbursenment workflow for
production is by far nore conplex than the exanple used in this
paper. A large distributed enterprise endeavors to reuse the sane
workflow in all of its parts because reuse facilitates

admi ni stration and | everages the devel opnment investnent. At the
same time, such an enterprise probably sponsors nunerous business
trips, which nmakes the travel expense reinbursenment workfl ow an
excel l ent candidate to use as an exanpl e.

WORKFLOW MANAGEMENT

This section introduces a nodel of workflow managenent. The

di scussion begins with a survey of prelimnary work. The survey
suggests the notivation for workfl ow nanagenent and enuner ates
sonme areas i n which workflow managenent is deployed. The key
concepts of the workfl ow nodel are then used to nodel a workfl ow
exanple, i.e., the travel expense reinbursenent workflow The
section concludes with a definition of workflow managenent

syst ens.

Hi storical Survey

Looki ng back in history reveal s that workfl ow managenent has nany
roots. The npbst inportant are office automation, software process
managenent, manufacturing, and transaction processing. The

foll owi ng short survey of achieved results is given to help the
reader understand the notivation for workfl ow nanagenent. The

di scussi on al so explains the choice of workflow managenment
concepts. The list of previous and rel ated works indicates the
range of literature that exists.



O fice Automation. One of the primary roots of workfl ow
managenment is undoubtedly office automation. Early research |ed
to the devel opnent of nodels and tools to support office workers.
[3-9] What energed were not only desktop applications that
imtate concepts such as in basket, out basket, forns, and
docunents but al so nmodel s of the procedures that the office

wor kers follow while doing their jobs.[10,11] Furthernore,
systens were devel oped that execute the office procedures to
actively nmanage the flow of work within offices.[12,13]

Software Process Modeling. A second major root of workfl ow
managenment is software process nodeling and execution.[14-25] The
focus of research in this area is the automated support of

sof tware devel opnent processes. Concepts conprise process nodels
like the waterfall nodel or the spiral nodel, deliverable code,
installation and operation manual s, requirenments docunents, and
test cases.[26, 27]

Manufacturing. Traditionally, formalized procedures that are
executed repeatedly are inherent to manufacturing, another root
of workfl ow managenent. Manufacturing involves not only
production processes but al so preproduction procedures starting
from for exanple, the release of conputer-aided design (CAD)
drawi ngs to the preparation of shop floor schedul es.[28-31]

Transaction Processing. Another inportant area that influenced

t he devel opnment of workfl ow managenent is transacti on processing.
After the concept of atomicity, consistency, isolation, and
durability (ACID) transactions was devel oped, researchers
proposed nore advanced transaction nodels for processing severa

i nt erdependent tasks that nmust be transactional and recoverable.
[ 32-39]

Coordi nati on Theory, Enterprise Mdeling, and Speech Act Theory.
Anot her area of research that contributed to the idea of workflow
managenent is coordination theory.[40,41] This area | ooks at
processes as one form of coordination and tries to apply
interdisciplinary research results to it. The research area of
enterprise nodeling focuses on the nodeling of the whole

nmul tifaceted enterprise.[42-49] Enterprise activities are one
part of an enterprise that drives the enterprise processes. The
speech act theory is an attenpt to nodel the conversati on between
humans. [ 50] Sone research follows the direction that a workfl ow
is an interwoven chain of speech acts.[51]

Early Application-independent Approaches. |In addition to the
application-specific roots of workflow managenent, early
approaches that nodel ed processes independent of application
areas provided notivation for workflow managenent.[52-54]



The term process appears in all the areas of work nentioned
above. Also, all these research areas deal with data, e.g.
docunents, CAD draw ngs, and orders. Mst approaches have sone
noti on of subject or agent. The question arose anobng researchers,
Does each area need its own definition of ternms, nodeling

| anguage, and execution mechanism or is it possible to provide
general concepts that need to be customi zed only for a specific
area of application? This question triggered the devel opnent of
the concept of workflow, whose goal it is to serve as the genera
and custoni zabl e concept.

Wor kf | ow Management Concepts

After the specific application semantics (e.g., docunents, office
wor kers, rel ease procedures, and CAD draw ngs) have been
abstracted, the basic concepts of workflow managenent can be
distilled fromthe various approaches nentioned above. Although
wor kf | ow managenent i s independent of specific application
semantics, it does support all the application areas cited. It
provi des an integrated set of underlying concepts that can be
custoni zed to nodel the semantics of each application area.
Wor kf | ow managenent i s anal ogous to rel ati onal database systens.
Such systems know how to nodel and inplenment tables and how to
process queries; however, they do not know about the specific
concepts of an application area that are inplenmented by
user-defined tables, e.g., addresses and orders.

The following |ist introduces the basic concepts of workfl ow
managenment by enunerating the major aspects that make up a
wor kf | ow speci fication:[14]

o] Functi onal aspect. The functional aspect describes what
has to be done, without saying how, by whom and with
whi ch data. The functional aspect provides two concepts:
el ementary workfl ows and conposite workfl ows. Elenentary
wor kf l ows are tasks that can be carried out by one
person, program or machine. For brevity, elenmentary
wor kfl ows are called steps. Conposite workflows bundle
either elenmentary workfl ows or other conposite workfl ows
to higher-level tasks. In this way, a reuse hierarchy is
built, since the bundled workflows may very well stand by
t henmsel ves. Generally, these higher-1level tasks can no
| onger be achieved by a single person, program or
machi ne but require several such entities. A workflow
t hat bundl es ot her workfl ows references them As a nam ng
convention, a workflow that is referenced by sone other
wor kflow is called a subworkfl ow. The referencing
wor kflow is called the superworkfl ow. The topnost
wor kfl ow of a reuse hierarchy is called the top-Ieve
wor Kf | ow.

o] Behavi oral aspect. The behavi oral aspect describes the



execution order of the subworkflows of a workflow.
Constructs that describe the order include sequence,
condi tional branching, parallel branching, and the

| oopi ng and/or joining of parallel or conditiona
execution paths.

o] I nformati onal aspect. The informational aspect is
twofold: first, it describes the local variables of a
wor kf |l ow and the external data referenced; second, it
descri bes the flow of data from subworkflow to
subwor kf | ow.

o] Organi zati onal aspect. The organizational aspect
describes who is eligible to carry out a step. The "who"
can be a human (e.g., an office worker), a program(e.g.
a conpiler in a software process), or a machine (e.g., a
cell in a shop floor). The term user was chosen to
represent all three. Most avail able WFMSs of fer the
concept of roles to nodel the organi zational aspect. A
role usually groups a set of users. At run tinme, tasks
are assigned to roles and all users grouped by these
roles are assigned the task. Although this nmethod of task
assignment is adequate for certain workflows such as
departnmental workfl ows, as shown later in the section
Task Assignnment in a Travel Expense Rei nmbursenent
Wor kfl ow, roles are not sufficient to handl e workfl ows
that are deployed in an enterprise-wi de or internationa
setting.

The literature discusses additional aspects, e.g., a historica
aspect and a technol ogi cal aspect.[55] The historical aspect is
used to specify the kind of information to be stored in a

hi stori cal database during the execution of a workflow, e.g.
starting tinmes or values of variables. Instead of having the
default strategy of saving all data, the workflow specifies in
the historical aspect only the inportant data that nust be
stored. The technol ogical aspect allows the definition of which
application program or prograns are available to carry out a
step. At run tinme, these application prograns are nade avail abl e
to the user. In principle, it is not possible to enunerate al
necessary aspects conpletely in advance. Depending on the
application area to be nodel ed, additional aspects night appear
and require support.

The paper now shows how the key concepts of workfl ow managenent
can be applied, i.e., custom zed, to nodel a specific workfl ow
type. The exanple used is a sanple travel expense rei nmbursenent
wor Kf | ow.

Travel Expense Rei nmbursenment Workfl ow

Figure 1 shows the graphical representation of a sinplified
wor kf Il ow for the rei mbursenent of travel expenses. (Exanples of



wor kf | ow | anguage can be found in the literature.[55,56]) The
wor kf I ow consi sts of four steps: (1) fill, (2) check, (3) sign,
and (4) reinburse. The graphical representati on shows the
functional aspect (task structure) as ovals and the behaviora
aspect (control flow) as solid arrows. The informational aspect
(data flow) is displayed as fornms; dotted arrows indicate the
direction of the flow of data. The organi zati onal aspect is
omtted since the paper will focus later on this topic. The
technol ogi cal aspect is represented by icons of the software
applications that are available to carry out the steps. The

hi storical aspect is represented by icons that synmbolize logs in
whi ch i nformation nmust be recorded.

[Figure 1 (Travel Expense Rei mbursenment Workflow) is not
available in ASCI| format.]

Step 1 of the travel expense reinbursement workflow, the fil
step, enables a user to enter the rel evant expenses incurred
during a business trip into an electronic travel expense form
After a user has finished entering the data, validation nust take
pl ace. The check step enables a user to | ook at the contents of
the travel expense form This user is pronpted to validate the
contents but cannot change entries. If the user who checks the
formdetects an error, the formis sent back to the user who
initially filled it out, with a note that explains the reason for
rejection. Gtherwise, the formis forwarded to the next user who
has to sign the formto approve the ampbunt. After the sign step
is conplete, the amount can be reinbursed. The |ast step

rei mburse, enables a user to add the anbunt spent to the next
paycheck of the user who requested reinbursenent.

This sanmple workflow is intentionally kept sinple because

begi nning with the next section, the paper focuses solely on task
assignment rules. In a real organizational setting, the workflow
woul d involve nore steps and additional execution paths. For
exanpl e, a user who has to sign the form m ght detect an error

In this case, as in the check step, the formwould be sent back
to the user who initially filled it out.

Wor kf | ow Managenent Systens

Managi ng the flow of work anmong users is done by a software
system cal | ed a wor kfl ow managenent system (WFMS). A WFMS
contains all the specifications of the workflow types (e.g., a
travel expense reinbursenment or a capital equipnent order) that
are nodel ed and rel eased for production. If a user issues a
request to start a workflow (e.g., if, after a business trip, a
travel er starts a travel expense reinbursenment workflow), the
WEMS creates an instance of the requested workflow type. O
course, nore than one instance of the same workflow type can
exi st sinmultaneously. A WFMS assigns the steps of a workflowto
users according to the specified order of the behavioral
functional, and organizational aspects.



In general, a WFMS perforns the following actions to execute a
wor kf | ow i nst ance:

o] Determ ne the next steps to be executed.

o] Determ ne the eligible users for these steps.
o] Assign steps to eligible users.

o] Wait for the result of each step.

o] Transfer the result back to the step's superworkfl ow and
record the step as conplete.

The WFMS repeats these actions until all steps of a workflow are
execut ed. [55,57-59] This list of actions has to be slightly

nodi fied if, in addition to steps, a workflow contains conposite
workflows in its |ist of subworkflows. In this case, the
subwor kfl ow i s not assigned to users and the list of actions is
applied to each of the subworkfl ows.

Each user who can potentially be involved in a workflow is
connected to a WWMS by a private worklist, which is a graphica
representation of a list of steps assigned to the user. Each
entry in a user's worklist represents a task the user is eligible
to carry out. A user can participate in nore than one workfl ow at
the sane tinme. Nornmally, the user is free to choose fromthe
worklist any itemon which to start. In well-designed systens,
the WEMS automatically starts the application prograns that the
user will require to acconplish the work. In this way, the user
can begin work i mredi ately.

Al nost all prototype inplenmentations or product devel opnments

all ow the nmodeling of the four main aspects described previously.
The |ist of workflow managenent systens is growing rapidly, and
references to relevant literature are readily

avail able.[37,57-64] References to literature that describes the
depl oynment of workfl ow managenent systems in an application area
are rare, however.[51, 61, 65-67]

The rem nder of the paper focuses on the organizational aspect of
wor kf | ow managenent. The paper discusses the derivation of the
requi renents that concepts of this aspect nust nmeet and then

i ntroduces PRA as the npdel whose concepts address the

requi renents. An analysis of the travel expense rei nmbursenent

wor kflow illustrates sone of these requirenents. Additiona

requi renents are also described to provide a nore conpl ete set.

TASK ASSI GNVENT |N A TRAVEL EXPENSE REI MBURSEMENT WORKFLOW

The requirenments that nust be fulfilled by the concepts of the
organi zati onal aspect were derived fromthe travel expense



rei mbursenent wor kfl ow exanpl e, the author's project work
experiences, and Marshak's "Characteristics of a Workfl ow
System-- Mnd Your P's and R s."[68] The follow ng |ist
descri bes task assignment rules for each step of the trave
expense rei nbursement wor kfl ow

(0]

Fill. The fill step can be executed by anyone in an
organi zati on who has the potential to travel. This
assignment rule enables an enployee to fill in a trave
expense rei nbursement formafter a business trip. (An
enpl oyee who did not travel can also fill in a formand
cl ai m expenses; however, the check and sign steps are

i ntended to detect such m sbehavior and to reject the
form) The user who fills in the formis referred to as
the applicant and is known at run tine.

Check. The check step nust be executed by a user who is
able to play the role of secretary. To be able to
validate the contents of the form a user in this role is
expected to know how a travel expense reinbursenent form
is structured and how to correctly fill in the form This
user is also expected to know the destination and the
travel dates, and if the travel actually took place. Not
all secretaries in an enterprise have this know edge, but
the secretary of the applicant's nmanager can be expected
to know the information. This secretary usually plans the
trip and often the neetings of the traveler. If the user
who is able to play the role of secretary determ nes that
the contents of the travel expense reinbursenent formare
sound, the formis forwarded to the next step; otherw se
it is sent back to the applicant.

The overall task assignment rule is therefore: Everyone
who is able to play the role of secretary and reports to
the sane manager as the applicant is eligible to execute
the check step. (Note that the term nmanager nmeans a user
who is able to play the role of manager.)

Sign. The sign step has to be executed by a nmanager of

t he applicant because the manager nornally has to approve
spendi ng by subordinates. Usually, there is only one user
to whom the applicant reports and who is able to play the
role of manager. If there are two such users, either can
be responsible for signing the formand only one has to
sign it.

The overall task assignnment rule is: Everyone who is able
to play the role of nanager and to whom the applicant
reports is eligible to execute the sign step

Rei mburse. The reinburse step nmust be executed by a
financial clerk who is responsible for the group to which
t he applicant bel ongs.



The overall task assignnment rule is: Everyone who is able
to play the role of financial clerk and who is
responsi ble for the applicant's group is eligible to
execute the reinburse step

The requirenments thus far derived fromthe exanple are

(0]

The f ol

Organi zation structure dependencies. To select one user
relative to another (e.g., a user playing the role of
secretary reporting to a user playing the role of
manager) requires describing the users, the roles, and

t he dependencies (relationships). This description is
call ed an organi zation structure. An organization
structure contains all organizational object types |ike
"user," "group," or "role," and the relationshi ps anong
themlike "reports to" or "supervises." Gven such a
structure, users can be selected based on their

rel ati onships to others. Users can al so be sel ected based
on attributes such as their absence status (i.e., whether
they are on vacation or on a business trip) or their
wor k| oad.

Hi storical access. |In sone cases, the eligible user for
a step cannot be determ ned |locally, and historica
information is required. For exanple, determning the
user who can play the role of manager in one step m ght
requi re knowi ng which user started the workfl ow,
Therefore, it nust be possible to query a log of the

hi story of a workflow to derive the information necessary
to make task assignnents.

owi ng are additional requirenents:

Dat a dependency. |In the travel expense rei nmbursenent
exanpl e used in this paper, the nanager to whomthe sign
step is assigned can sign for any anount. |In other cases,
however, this signatory power may have limtations. For
instance, if the anpunt exceeds a certain value, a vice
presi dent and not the manager of the applicant nust sign
the travel expense reinbursement form As this |ast
exanpl e shows, task assignnent may depend on data in the
wor Kf | ow.

Del egation. A nmanager who is out of the office may want
to del egate his/her tasks to keep busi ness operations
runni ng snoothly. The appropriate task assignnment rule
woul d then have to be extended to incorporate the

del egati on of tasks. Depending on the status of the
manager (e.g., on a business trip or on vacation), the
wor k woul d be assigned to soneone else (i.e., delegated).
However, task assignnment rules that incorporate

del egati on can be conpl ex. Consider the situation in

whi ch a nanager | eaves on a business trip after work has
al ready been assigned. In this situation (and also in the



case where a manager has an excessive anount of work to
acconplish), the manager mnmust be able to dynam cally

del egate sone or all of the already assigned tasks.
Further consider that a manager may want to del egate
different types of tasks not to the same user but to

di fferent users, depending on the type of task. To avoid
| eaki ng i nformati on or nmaking an i nexpedi ent assi gnment,
the task assignnment rule nust nmeke sure that the target
users are eligible to receive the del egated task

assi gnment .

Separation of duty. Some scenarios require a separation
of duty, i.e., two tasks nmust be perforned by different
users. For exanple, in the transfer of a |arge amunt of
noney, two nmanagers nust sign the transfer formto

doubl e-check the transaction. Regarding the trave

expense rei nbursenment workflow, a user who fills out the
claimformshould not also sign it. Task assignnent rules
must ensure that there is a separation of duty.

Responsi bility. As previously stated, a subworkflow can
be either a step or a group of steps that nay be a reuse
of building blocks for |arger workflows. A second use of
a conposite workflowis to explicitly express
responsibility for workflows. Sonetines an application
domain requires a user to take responsibility for a set
of tasks even though the user does not actually execute
the tasks. For exanple, consider a workflow that

i mpl ements the start of a new product devel opnent. The

i nvestment pl an depends on the devel opnent plan, which is
based on a market analysis. A manager or a vice president
is usually responsible for these three conpl ex tasks

(mar ket anal ysis, devel opnment plan, investnent plan) but
not involved in the detailed work. In a WEMS, this
situation would be nodel ed as a workflow called Product
Devel opnent Start, which contains the three conplex tasks
as subworkfl ows. The Product Devel opnment Start workfl ow
could then be assigned to a nanager or a vice president
to nmodel responsibility. The assignnent to this user
nmeans only that the user nust acknow edge the start of

t he assi gned workfl ow and therefore accept responsibility
for it. The assignnent does not inply that the user has
to performthe detailed work. Thus, a WFMS nust be able
to assign not only steps to users but also conposite
wor kf | ows.

Early/late allocation. Often, the application semantics
clearly indicates the single user who shoul d execute a
task. In such cases, the related task assignnment rule
(e.g., the role of manager of applicant) passes to this
user at run time. In other scenarios, however, successfu
execution of a task requires sone capability that nore

t han one user possesses. This capability is often
expressed through a role (e.g., financial clerk, which is



a role usually played by nore than one user in |arge
enterprises). In the single-user case, the task is
assigned to that user regardl ess of the user's workl oad;
this process is called early allocation. The user nust
carry out the task unless it is feasible to delegate it.
In the nmultiple-user case, the task appears on the

wor klist of all users able to play the role. One user
starts the task; in nmost cases, this user would not have
t he hi ghest workl oad. Therefore, the final allocation of
the task is nade not by the WFMS but by the set of
eligible users thenselves. This process is called late
allocation. In this case, if one user starts work on a
step, the other users are no |onger allowed to begin the
task.[5,59] Subsequently, their assignment nust be
revoked. "Inplenenting Agent Coordination for Workfl ow
Managenment Systens Using Active Database Systens"

descri bes a general nechanism for handling the revocation
of assignnents.[69]

The travel expense reinbursement workflow is used in the
foll owi ng di scussion about the linmtations of roles as a basis
for task assignment rules. These linmtations influenced the ngjor
desi gn objectives of PRA, which are then discussed.

Rol es As Task Assignment Rul es

As stated earlier, roles have limted use as task assi gnnent
rules. Applying the role concept to the task assignnent rules

i ntroduced above illustrates the limtations. Certainly, the term
role has many definitions. In this paper, arole is an
abstraction of a set of users. The abstraction criteria are the
set of capabilities of a user. Whether or not a particul ar user
bel ongs to the set of users abstracted by a role is defined by an
explicit relationship between a user and a role called the
"plays" relationship. A user who has a plays relationship with a
role has the capabilities defined by that role, i.e., the user is
able to play the role. For exanple, if both Ann and Joe are users
who are able to play the role of clerk, then each one has the
capabilities defined by this role and each is capabl e of
executing the task. A user m ght have a w de range of
capabilities and be able to play several roles at the sane tine.
E.g., a user mght be able to play the role of enployee and the
rol e of manager simultaneously. Although this definition of role
is not the only one, it is very comon and often
applied.[6, 14,51, 52, 62,63, 70, 71]

For each task assignment rule that was introduced in the trave
expense rei nbursement exanple, a discussion follows about the
extent to which roles support the requirenents.

o] Fill. The task assignnment rule for the fill step is the
only rule of the exanple that can be nopdel ed conpletely
with a role. Assune that every user is able to play the



role of enployee. If the fill step is assigned to the
rol e of enployee, every user can execute the step, thus
nodel i ng exactly the task assignnment rule of the fil

st ep.

o] Check. Assigning the check step to the role of secretary
does not nodel the full semantics of the desired task
assignment rule. Such an assignnment nodels only the
requi renent that a user has to be able to play the role
of secretary to carry out the step. The assignhnment does
not nodel the additional requirenent that only those
users who report to the sanme manager as the applicant are
eligible.

o] Sign. Analogous to the situation in the check step
assigning the sign step to the role of manager does not
nodel that only a user to whomthe applicant reports is
eligible but that any manager is eligible.

o] Rei mburse. Assigning the reinburse step to the role of
financial clerk ensures only that the step is assigned to
a capabl e user. The assignnent does not fulfill the
additional requirenent that this user must al so be
responsi ble for the group to which the applicant bel ongs.

The di scussion of the last three task assignment rules
denonstrates two tightly coupled limtations of using roles to
nodel requirenents.

1. The concept of roles cannot express organizationa
dependenci es, such as rel ati onshi ps between users (e.g.
"reports to" and "responsible for"). It only rel ates
users to roles by a plays rel ationship. Furthernore,
roles do not provide a neans of introducing additiona
obj ects of organi zation structures |ike "group" and
"departnent." The only two objects the concept of roles
provi des are "role" and "user."

2. The concept of roles, therefore, does not provide a
sufficiently sophisticated | anguage to express, for
i nstance, that a user not only has to play a certain role
but also has to relate to sone other user in a particular
way (e.g., "reports to" a particular user).

In addition, the other requirenents |like historical access,
del egati on, and separation of duty cannot be nodeled at all using
rol es.

To overcone these linmitations, PRA introduces the concepts of
organi zati on schema and organi zati onal policy and the Policy
Definition Language. A brief introduction follows. Details are
presented in the section Policy Resolution Architecture.



Or gani zati on Schema

One of the fundanmental concepts of PRAis a freely definable
organi zati on schema. An organi zation schema contains all types of
organi zati onal objects and relationships that are available for
nodel ing a particul ar organi zation. Figure 2a gives an exanple of
an organi zation schema. If a defined schema is instantiated, it
contai ns an organi zation structure. Since other objects besides
roles are required to nodel an organi zation, relationships other
than "plays" nust be avail abl e. Sonme necessary additiona

rel ati onships are "reports to," which relates tw users, and
responsi ble for" and "belongs to," which relate a user and a
group. A freely definable organizati on schema, such as the one
provi ded by PRA, allows designers to define roles as required by
t he workfl ow application.

is

[Figure 2 (Sanple Organi zati on Schema and Organi zation Structure
for the Travel Expense Rei nmbursement Exanple) is not available in
ASClI | format.]

Such a freely definable organization schema nmay seemto be a
luxury, and a fixed organi zati on schenma that provi des the nost
rel evant objects and rel ati onshi ps may seem sufficient. An

anal ysis of various organization structures in different
enterprises clearly shows, however, that a single organization
schema is not adequate for all situations in which WFMSs can be
depl oyed. An enterprise that deploys a schema in which the
semantics of the nodel ed objects are fixed has to foll ow the
semantics conpletely. Consequently, such a schenma does not neet
enterprise-specific needs.

Figure 2a shows a graphical representation of a sanple schema for
the travel expense reinbursement exanple. Although this schena
may appear general and an adequate alternative to an

al |l -enbracing schema, it does not contain required organizationa
obj ects such as task forces with a limted |ife span, comittees,
and departnments. Also, this sanple schema does not consider

obj ects or relationships necessary for nodeling del egati on and
rel ocati on of enployees. Figure 2b displays a superficia

organi zation structure, i.e., an instantiation of the schema.

bj ects like user and role are depicted as icons, and

rel ati onshi ps are depicted as arcs and solid, dashed, and dotted
lines between the icons.

Approaches that go beyond using roles as a basis for task

assi gnment commonly provide organi zational objects in addition to
rol es and users, usually group and/or departnent
objects.[2,6,8,59,72] The literature contains evidence that the
schemas and the task assignment rules are fixed and have to be
used as they are. Additionally, these approaches do not separate
the workfl ow fromthe workfl ow specification, which nmakes the
reuse of a workflow in a different organizational setting very
difficult.



Organi zational Policies As Task Assignnment Rul es

A second fundamental PRA concept is that of an organizationa
policy, which up to this point has been called a task assi gnhnment
rule. An organizational policy specifies all the eligible users
for a task by stating the criteria a user nust neet. These
criteria can include a role or roles that a user has to be able
to play and rel ationships that a user has to have with other
users or groups.

Figure 3a shows an exanple of an informal organi zational policy
for the sign step. This organi zational policy specifies that if
the WFMS is to assign the sign step, it will assign the step to

t he manager of the applicant if the ambunt is |ess than $1, 000.

O herwise, it will assign the step to the vice president
responsi ble for the applicant's group. A nore advanced rule woul d
not fix the ampunt at $1,000 but would meke this anmount dependent
on the authorization |level of the manager, as illustrated in

Fi gure 3b.



Figure 3 I nformal Organi zational Policies for the Sign Step of
the Travel Expense Rei nmbursenment Workfl ow

(a)
WORKFLOW Tr avel ExpenseRei nbur senent
STEP sign

CRITERI A | F ampbunt < 1000
THEN manager of appli cant
ELSE VP responsible for applicant's group

ENDI F
(b)
WORKFLOW Tr avel ExpenseRei nbur senent
STEP sign

CRITERI A I F anmobunt < authorization |evel of applicant's manager
THEN manager of appli cant
ELSE VP responsible for applicant's group
ENDI F



The Policy Definition Language is PRA' s fornal |anguage for

speci fyi ng organi zational policies. Policies witten in this

| anguage are precise and executable by an execution engine called
the policy resolution engine. Each tine the WFMS i s about to
assign a step, the system eval uates the correspondi ng

organi zational policy to deternmine the set of users who can
execute the task.

POLI CY RESOLUTI ON ARCHI TECTURE

WEMSs operate in gl obal, open, and distributed environnents and
in group, departnment, enterprise, and nultiple-enterprise
settings. The enterprise-level deploynent of workflows is
possible only if the underlying concepts and systens are

devel oped appropriately. PRA is therefore based on several design
principles that ensure a general approach that supports
enterprise-level deploynent.

Desi gn Principles

The PRA design principles are reusability, security, generality,
dynam cs, and distribution.

Reusability. In the travel expense reinbursenment exanple, the
sign step was nodel ed to approve travel expenses. O her
wor kfl ows, |ike capital equipnent orders, can reuse the sign step

for simlar tasks, e.g., to approve an order. If an

organi zational policy were attached to the step type itself, this
assignment rule would serve to deternmine eligible users

i ndependent of the workflow in which the step is reused. Viewed
froman organi zati onal perspective, however, the reuse of steps
in different workflows requires several policies. For exanple,
the signing of a travel expense reinbursenent formis carried out
by a manager of the applicant, whereas the signing of a capita
equi pnment order for an anobunt that exceeds a certain value is
carried out by an appropriate vice president. Therefore, the sign
step in the context of a travel expense reinbursenent workfl ow
has an organi zational policy that defines the manager of the
applicant to be eligible, whereas the sign step in the context of
the capital equiprment order workflow has a different policy, one
that defines an appropriate vice president as eligible for the

t ask.

The observation that a policy for a step depends not only on the
step itself but also on the workflow in which the step is reused
led to the decision to nake organi zati onal policies objects in

t hensel ves, independent of a workflow specification.

Organi zational policies nane not only the step in which they are
used but al so the surroundi ng workfl ow. The design of



organi zational policies for a step depends on the context in
which the step is to be reused.

As nmentioned earlier, meking organizational policies independent
objects allows different organization structures to reuse a
wor kf l ow. To achi eve such reuse, each organi zational setting has
its own set of organizational policies for the workflow to be
reused. These organi zational policies are tailored to the

speci fic needs and circunstances of the organizational setting.

Organi zational policies can thenselves be reused. Different steps
may require the sanme set of eligible users, and, therefore, one
policy would be sufficient for nmore than one kind of step (e.g.
sign and fill) or for nore than one use of the same kind of step
For exanpl e, a manager signs not only travel expense forns but

al so capital equipnent orders. In both workflows, the

organi zati onal policy that defines the manager of the applicant
depends on the authorization level. Both workflows can reuse the
sign step, as can be seen in the policy shown in Figure 4a. If
the authorization | evel depends on the workflow, the policy
changes to take into consideration the specific kind of workfl ow,
as shown in Figure 4b.



Figure 4 Informal Organizational Policies Showi ng Reuse of the
Sign Step

(a)

WORKFLOW Tr avel ExpenseRei nbur senent | Capital Equi pnent O der
STEP sign
CRITERI A I F amobunt < authorization |evel of applicant's manager
THEN manager of appli cant
ELSE VP responsible for applicant's group
ENDI F

(b)

WORKFLOW Tr avel ExpenseRei nbur senent | Capital Equi pnent O der
STEP sign
CRITERI A I F ampbunt < authorization |level of applicant's
manager dependi ng on wor kfl ow type
THEN manager of appli cant
ELSE VP responsible for applicant's group
ENDI F



Security. Because changi ng an organi zati onal policy may affect
dai | y busi ness operations, all users should not be able to nake
changes at will. For exanple, a user (applicant) should not be
able to approve his/her own travel request. Organizationa
policies are therefore objects that nust be properly secured to
prevent users from perform ng unaut horized tasks. The decision to
desi gn organi zati onal policies as objects nmakes it easier to
secure the policies, because security mechani sms such as access
control lists (ACLs) can be applied directly to objects.[73]

Desi gners considered and rejected the alternative approach of
securing the workfl ow specification and, consequently, the

organi zational policies included in the specification. Wrkfl ow
types do have to be secured to prevent unauthorized changes;
however, securing the workfl ow specification would allow those
who are eligible to change the workflow type to al so change the
associ at ed organi zational policies. Such an all-enconpassing
security design inhibits the separation of duty between workfl ow
desi gners who care about how a busi ness process is inplenented by
a wor kfl ow and organi zati on designers who care about the

organi zation structure and the user capabilities and

responsi bilities. Protecting workflows independently of

organi zational policies allows users to nodify a workflow wi thout
allowing themto nodify organi zational policies and thus gain or
grant unauthorized eligibility. Simlarly, organization schemas
and organi zation structures nust be secured independently to
prevent users from changing roles or relationships to gain or
grant unaut hori zed authority.

Generality. Although several standard organization structures
prevail -- strong hierarchical, matrix-shaped, function-oriented,
and networked -- hybrid organization structures exist, which
contain a nmyriad of anonmlies and exceptions. |ndependent of
their organization structure, nost enterprises have busi ness
processes that are potential candidates for a WFMS

i mpl enmentation. A WFMS that clains to be able to inplenment

busi ness processes in all kinds of enterprises nmust therefore be
able to support all possible organization structures. A fixed
organi zati on schema is i nadequate for such a universa

i mpl enmentation capability. Consequently, PRA supports the

nodel ing of arbitrary organi zati on schemas and all ows WFMSs to

i mpl ement any organi zation that m ght exist.

Foll owi ng this general approach, it is apparent that a fixed set
of assignnent rules is also inadequate. The PRA design hence
provi des a | anguage that enabl es users to define task assi gnnment
rul es (organizational policies) as required by the workflows of
an enterprise.



Dynami cs. Organi zations change for nmany reasons, e.g., enployee
nunbers fluctuate, restructuring takes place, groups join or
split because of new product strategies, etc. Business operations
and therefore workfl ows, however, nust continue uninterrupted. To
do so, the organi zation structure and the organi zati onal policies
of a WEMS nust change to reflect the changes in the rea

organi zati on. The decision to separate workflows from

organi zation structures and organi zati onal policies enables users
to change versions independently. For exanple, an organizationa
policy can change while a workflow that uses it is running. |f
the change takes place before the WFMS assigns the step to a
user, the WFMS will use the new version of the organizationa
policy instead of the old version. Policy changes result in

nei ther the shutting down of the WFMS nor the stopping and
restarting (fromthe beginning) of the workflow. This

i ndependence all ows WFMSs to deal with the dynam cs of an

organi zati on and make correct task assignnents while changes are
t aki ng pl ace.

Distribution. Not only are enterprises beconi ng nore
distributed, but they are also increasing their worldw de
operation. Nations have different [ ocal |aws and policies because
t hey deci de autononously on these issues. A |local subsidiary has
to adhere to local law, even though it belongs to a conpany that
operates worl dwi de. For exanple, U. S. conpani es have a position
called vice president. A U S. conpany may have the rule that
contracts with external suppliers of manufacturing parts must be
signed by the vice president of manufacturing. If the U S
conpany has a German subsidiary, by German |law, this subsidiary
is a conpany in itself and nmust have a person called
"Geschaftsfuhrer” who is responsible for the operations of the
conpany. If the subsidiary wants to enter into a contract with a
supplier, German |law requires the Geschaftsfuhrer to sign the
contract even though the U. S. corporate organi zational policy
requires the vice president of manufacturing to sign. Although
the sane type of workflow is running in both countries, e.g., the
contract with external supplier workflow, the organizationa
policies for the approval step differ. The U. S. version of the
organi zational policy specifies the vice president of
manufacturing is the only eligible user, and the German version
speci fies that the Geschaftsfuhrer the only eligible user

Domai ns were introduced to deal with the issue of autononous
policies. A domain is an abstract entity of managemnent.

Organi zational policies as well as workflows are related to
domei ns. The previous exanple mght involve two donmmi ns: " USA"
and "GERMANY." (The domains could be further subdivided.)

The principles just discussed guided the PRA design. As nentioned
in the previous section, PRA defines the concepts of organization
schemn, organizational policy, and a formal |anguage to node
policies. In addition, PRA defines interfaces for an execution
engi ne and their use by a WEMS. A detail ed di scussion of the PRA



conmponents foll ows.

Organi zati on Schema and Organi zation Structure

The PRA organi zation schema is a set of objects and rel ationships
that can be freely defined, thus enabling users to node

arbitrary organi zati ons. Each nenber of the set can be
instantiated to popul ate an organi zati on schema, that is, to
produce an organi zation structure. PRA allows users to define
constraints on the organi zation structure to avoid erroneous
structures. For exanple, if an enterprise has the policy that an
enpl oyee nust not report to nore than two peopl e, PRA enables the
user to define a constraint that specifies that one person can be
related to only two others through a "reports to" relationship

If a nodeler adds a third reporting line, the system detects the
vi ol ated constraint.

Or gani zati onal Policy

An organi zational policy specifies a set of eligible users for a
gi ven workfl ow, which can be either elenmentary (a step) or
conposite. A set of users is not stable and therefore fixed but
speci fied through an expression called an organi zati ona
expressi on. An organi zational expression specifies the selection
of users with particular properties from an organi zation
structure. For exanple, an expression m ght enunerate users,
select all users able to play a particular role, or select a user
related to sone other in a specific way. Additionally,

organi zati onal expressions can refer to the history of a workfl ow
or to its internal data, such as local variables, and thus be
dependent on the workflow state. Consequently, the set of users
for the sane step in two different instances of the sane workfl ow
m ght be different. Consider, for exanple, the travel expense

rei mbursenent workflow, with the user selection for the sign step
dependent on the authorization level. In two instances of the
wor kf 1l ow, the anmpunts to be reinbursed might differ such that

di fferent people, e.g., the nanager and the vice president, nust
execute the two sign steps.

To provide a general mechanismfor determning a set of eligible
users for a workflow, PRA organizational policies accommpdate
operations in addition to executing a step or taking
responsibility for a conposite workflow Delegating a workfl ow
and undoing a workfl ow are two exanples. To del egate a workfl ow,
an organi zational policy has to ensure that both the person who
del egates the workfl ow and the person to whomthe workflow is
assigned are eligible users. The operation of undoing a workfl ow
(i.e., to undo the results achieved thus far) and starting again
can result in wasted effort and unrecoverable work. Therefore, a
WEMS nust carefully choose eligible users for this operation.

To deal with various workfl ow operations, a PRA organi zati ona



policy relates a workflow type and one of its operations in a

gi ven dormain to an organi zati onal expression. An organizationa
policy is defined as the tuple <workflow type, operation, domain,
organi zati onal expression>. For exanple, the organizationa

policy for the fill step in the travel expense rei nbursenment
exanpl e is <Travel ExpenseRei nbursenment. Fill, execute, USA, “every
user who plays the role of enployee' > Since an applicant should
be able to undo the step and start again, the WFMS nust al so
speci fy the organi zational policy

<Travel ExpenseRei nbursenment. Fill, undo, USA, "the user who
started fill'>. (The next section describes PRA' s formal |anguage
for specifying organizational policies.)

When a WFMS determ nes that a workflow in a particular domain is
to be executed, it calls the policy resolution engine, which

| ooks for the appropriate organizational policy and evaluates its
organi zati onal expression. The engine returns the results of the
evaluation, i.e., the set of eligible users, to the WMS, which
subsequent |y assigns the workflow to those users. One

organi zati onal policy can be reused for several workflow types,
donmei ns, etc., by entering a set in the appropriate el enent of
the tuple. For exanple, if the organizational policy for the fil
step of the travel expense rei nmbursenent workflow is the same in
the US. as it is in Europe, the policy could be nodel ed as
<Travel ExpenseRei mbursenent. Fill, execute, {USA, EUROCPE}, "every
user who plays the role of enployee'>.

Policy Definition Language

From the organi zational viewpoint, the followi ng elenents are
necessary to run a workflow. an organization schem together with
its instantiation, the organi zational policies for this workfl ow,
and the rel evant organi zati onal expressions. To describe these
elenments in a formal way, PRA defines a |anguage called the
Policy Definition Language (PDL), which consists of severa

parts. The first part enables the definition of an organization
schema and its popul ation. The second part is concerned with
organi zati onal expressions. Finally, the third part supports the
definition of organizational policies.

The following figures illustrate the PDL for a sanple

organi zati on schema and organi zation structure, sone

organi zati onal expressions, and sone organi zati onal policies for
the travel expense reinbursement workflow. Figure 5 shows the PDL
for the organization schema displayed in Figure 2a. The PDL for
the instantiation displayed in Figure 2b appears in Figure 6.



Figure 5 Policy Definition Language for the Sanple Organi zati on Schena
Shown in Figure 2a

ORGANI ZATI ON_TYPE Rol e
ATTRI BUTES nane: String
aut horization_level: set(task, anount);
KEYS nane;

ORGANI ZATI ON_TYPE G oup
ATTRI BUTES nane: String
KEYS nane;

ORGANI ZATI ON_TYPE User
ATTRI BUTES nane: String
office_tel _#: String
e mail: String
absence: {vacation, ill, business, avail abl e}
KEYS nane;

RELATI ONSHI P_TYPE Reports_to
FROM User
TO  User
ATTRI BUTES ki nd: {line, functional, none}

RELATI ONSHI P_TYPE PI ays
FROM User
TO Role
ATTRI BUTES duration_from date
duration_to: date

RELATI ONSHI P_TYPE Responsi bl e_for
FROM User
TO Goup

RELATI ONSHI P_TYPE Bel ongs_to
FROM User
TO Goup

Note that, for sinplicity, we assune user nanes to be unique. In reality,
this is not the case and the nodeling nust deal wi th nonuni que nanes.



Figure 6 Policy Definition Language for the Sanple Organization Structure
(I'nstantiation) Shown in Figure 2b

Rol e "Enpl oyee", {}

"“Manager" {(Travel ExpenseRei nbur senent . Si gn, 1000),
(Capi t al EQui prent Or der. Si gn, 5000)}

"Fi nanci al Cl erk", {}

"Secretary", {}

"Engi neer", {}

"VP", {(Travel ExpenseRei nbur senment. Si gn, *),
(Capi t al EQui prent Order. Si gn, *)}

Group "Sal es”

"Manuf acturing”

"Engi neeri ng"

"Admi ni stration"

User "Al ", "[1] 125-5589", "al @enter.cont, avail abl e
"“Ni na", "[1] 125-5590", "nina@enter.comn', avail abl e
"Ken", "[1] 125-5601", "ken@enter.coni, avail abl e
"Susan", "[1] 125-5609", "susan@enter.cont, busi ness
“Matt", "[1] 125-4499", "matt @enter.con', avail abl e
“Charles","[1] 125-4580", "charles@enter.conl, available
"M ke", "[1] 125-0101", "mi ke@enter.con', avail abl e

Reports_to "Al", “Ni na", line

"Ken", “Nina", line

“Ni na", "M ke", line

"Susan", “Matt", line

“Charles", "Matt", line

“Matt", "M ke", line

"M ke", "y none

Pl ays "Al ", "Enpl oyee", 01-02-88, 0-0-0 (* open ended *)
"ALT, "Fi nanci al Cl erk", 01-02-88, 0-0-0
“Ni na", "Enpl oyee", 01-02-90, 0-0-0
“Ni na", "Manager" 01-02-90, 0-0-0
"Ken", "Enpl oyee", 01-02-91, 0-0-0
"Ken", "Secretary", 01-02-91, 0-0-0
"Susan", "Enpl oyee", 01-02-92, 0-0-0
"Susan", "Secretary", 01-02-92, 0-0-0
“Matt", "Enpl oyee", 01-02-88, 0-0-0
“Matt", "Manager" 01-02-88, 0-0-0
“Charl es", "Enployee", 01-02-88, 0-0-0
"Charl es", "Engineer" 01-02-88, 0-0-0
"M ke", "Enpl oyee", 01-02-90, 0-0-0
"M ke", "VP", 01-02-93, 12-31-97
Responsi ble_for "A", "Sal es"
"AT, "Manuf acturing”



"AT, "Engi neeri ng"
"M ke", "Sales"

"M ke", "Manufacturing”
"M ke", "Engineering"

Bel ongs_to "Al ", "Adm ni stration"
"“Ni na", "Engi neeri ng"
"Ken", "Admi ni stration"
"Susan", "Admi ni stration"
“Matt", "Engi neeri ng"

"Charl es", "Engineering"
"M ke", "



The organi zation schema definition part of the PDL | ooks like a
data definition | anguage (DDL) in a relational database. Two

di fferences exist, though: (1) PDL distinguishes organizationa
obj ect types from organi zational relationship types, and (2) PDL
all ows conplex data types (e.g., sets as attributes). If a policy
resolution engine is built on top of a relational database, a
conpiler or a translator within the engine translates the

organi zati on schema definition part of PDL into a set of DDL
statenments.

Figure 7 lists the organi zati onal expressions required to

formul ate the organizational policies for the travel expense

rei mbursenent workflow. Note that the organi zati onal expression
for enmpl oyees selects all users who play the role of enployee.

The RETURNS st atenent indicates the search for users. The
definition of the plays relationship type in Figure 5 indicates
that the enployee is of the type role. This information is
sufficient to fornmulate a query to the underlying database system
in an inplenentation of a policy resolution engine.



Figure 7 Organi zati onal Expressions for the Travel Expense Rei nbursenent
Exanpl e

ORGANI ZATI ONAL_EXPRESSI ON enpl oyees()
RETURNS User: user
user plays enpl oyee

ORGANI ZATI ONAL_EXPRESSI ON secretari es()
RETURNS User: user
user plays secretary

ORGANI ZATI ONAL_EXPRESSI ON nanager _of (User: a_user)
RETURNS User: user
a_user reports_to user

ORGANI ZATI ONAL_EXPRESSI ON subor di nat es_of (User: a_user)
RETURNS User: user
user reports_to a_user

ORGANI ZATI ONAL_EXPRESSI ON group_of (User: a_user)
RETURNS G oup: group
a_user belongs_to group

ORGANI ZATI ONAL_EXPRESSI ON VP_r esponsi bl e_for_group_of (User: a_user)
RETURNS User: user
user plays VP
| NTERSECTI ON
user responsi ble_for group_of (a_user)

ORGANI ZATI ONAL_EXPRESSI ON executi ng_agent (Wor kfl ow. a_wor kf | ow)
RETURNS User
(* provided by the historical services of WM *)



The PDL for the organizational policies for the travel expense
rei mbursenent exanple appears in Figure 8. The WFMS applies the
first organizational policy when assigning the fill step in a
travel expense reinbursenment workflow. The policy is valid in
three domai ns, USA, EUROPE, and ASI A, for the execute operation,
whi ch has no paraneters. The policy engine returns a set of al
users who are able to play the role of enployee. The second
policy listed in Figure 8 returns a set of all users who play the
role of secretary and who report to the sane user as the
applicant.



Figure 8 Organizational Policies for

the Travel Expense
Rei mbur senent Exanpl e

ORGANI ZATI ONAL_POLI CY

WORKFLOW Tr avel ExpenseRei mbur serment . Fi |
OPERATI ON Execut e()

DOVAIN  USA, EUROPE, ASIA
ORGANI ZATI ONAL_EXPRESSI ON enpl oyees()

ORGANI ZATI ONAL_POLI CY

WORKFLOW Travel ExpenseRei mbur senent . Check
OPERATI ON Execut e()

DOVAI N USA, EUROPE, ASIA
ORGANI ZATI ONAL_EXPRESSI ON
secretaries()
| NTERSECTI ON
subor di nat es_of (
manager _of (
executi ng_agent (
Travel ExpenseRei nbursenment. Fill)))

ORGANI ZATI ONAL_POLI CY

WORKFLOW Tr avel ExpenseRei mbur senent . Si gn
OPERATI ON Execut e()

DOVAI N USA, EUROPE, ASIA
ORGANI ZATI ONAL_EXPRESSI ON

manager _of (
executi ng_agent (
Travel ExpenseRei nbursenent. Fill))

ORGANI ZATI ONAL_POLI CY

WORKFLOW Tr avel ExpenseRei mbur senment . Rei nbur se
OPERATI ON Execut e()

DOVAI N USA, EUROPE, ASIA
ORGANI ZATI ONAL_EXPRESSI ON

financial _clerks()

| NTERSECTI ON
User: user responsible_for
group_of (

executi ng_agent (
Travel ExpenseRei nbursenent. Fill))



I ndependent fromthe travel expense reinbursenment exanple are the
sanpl e separation of duty and del egation policies shown in
Figures 9 and 10. The organi zati onal policy that specifies
separation of duty ensures that the user who signs the expense
formis different fromthe user who fills out the form The
policy that nodels the del egati on operation contains a paraneter
that specifies to which person the sign step is to be del egated.
Only the manager of the applicant can call this operation and
then only if the paranmeter specifies either the next higher
manager or the responsible vice president. The step can be

del egated only to one of these two users.



Figure 9 Organizational Policy for the Separation of Duty

ORGANI ZATI ONAL_POLI CY

WORKFLOW Travel ExpenseRei mbur senent . Si gn
OPERATI ON Execut e()

DOVAI N USA, EUROPE, ASIA
ORGANI ZATI ONAL_EXPRESSI ON
manager _of (
executi ng_agent (

Travel ExpenseRei nbursenent. Fill))
DI FFERENCE

executi ng_agent (
Travel ExpenseRei nbursenent. Fill)



Figure 10 Organizational Policy for the Del egate Operation

ORGANI ZATI ONAL_POLI CY
WORKFLOW Travel ExpenseRei mbur senent . Si gn
OPERATI ON Del egate (User: a_user)
DOVAI N USA, EURCPE, ASIA
ORGANI ZATI ONAL_EXPRESSI ON
IF a_user IN
(manager _of (
manager _of (
executi ng_agent (

Travel ExpenseRei nbursenment. Fill)))
OR

VP_r esponsi bl e_for_group_of (
executi ng_agent (

Travel ExpenseRei nbursenment. Fill)))
THEN

manager _of (
executi ng_agent (
Travel ExpenseRei nbursenent. Fill))



Since the PDL is well defined, it can be used not only by

desi gners to nodel organizations and policies but also by

devel opers of graphics-oriented tools. Such tools could present
graphi cal synmbols to users to be mani pul ated. When a user deci des
to commt the changes, the tool generates a PDL script, which is
fed into the policy resolution engine.

Approaches like the ones nentioned earlier in the paper provide a
fixed set of types for nodeling an organization or a fixed set of
functions, such as "role player" or "supervisor," fromwhich to
sel ect users for a workflow. None of these approaches provides a
| anguage |i ke PDL that can freely define the organizationa

aspect as the application semantics requires.

Pol i cy Resol uti on Engine

The policy resolution engine is a mechani smthat eval uates

organi zational policies for a WFMS. Serving as a base service,
the policy resolution engi ne nmanages organi zati onal policies and
organi zati onal expressions, as well as the organization schem
and its population. The engine also provides interfaces for the
definition, nodification, and evaluation of these objects. The
interfaces are distinguished by the kind of service they provide.
There are basically two kinds of interfaces: evaluation

i nterfaces and nanagenent interfaces.

Eval uation Interfaces. Policy resolution engine clients use

eval uation interfaces to eval uate organi zati onal policies or
organi zati onal expressions when necessary. The engi ne provides
four evaluation interfaces: two for organizational policies
("resolve" and "conformto") and two for organizationa
expressions (also "resolve" and "conformto"). The resolve
operation for organizational policies expects a workfl ow
reference and one of its operations as input values. This
operation selects an appropriate organi zati onal policy, evaluates
it, and returns a set of users eligible to execute the given task
of the workflow. The conformto operation for organizationa
policies expects a workflow reference, one of its operations, and
a user as input values. This operation resolves the appropriate
organi zational policy for the workflow and checks whet her the
user is contained in the set of results for that organizationa
policy (i.e., if the user conforns to the policy). If the user is
contained in the set of results, the conformto operation returns
the value "true"; otherwise it returns the value "false." Policy
resolution engine clients use this operation to validate a
request by a user to execute a certain task of a workfl ow

The resol ve and conformto operations for organizationa
expressi ons work anal ogously. Instead of a workfl ow reference,
the operations expect the name of an organi zati onal expression as



i nput. The operations eval uate the named organi zati ona
expression and return the set of results, which is used if the
resolve operation is called. The conformto operation returns
true and fal se values as described in the previous paragraph.

Managenment Interfaces. Managenent interfaces are used to define,
nodi fy, or del ete organi zati onal policies, organizationa

expressi ons, or organization schemas and their popul ati ons. These
interfaces |look like the follow ng operations that are provided
for organizational policies: create, delete, nodify, list, get.
The create operation creates an organi zational policy; the delete
operation deletes a policy; the nodify operation allows users to
change an organi zati onal policy to adjust to new requirenents;
the list operation returns the identifiers of all policies; and
the get operation returns the conplete description of a policy.

Desi gners do not call these managenent interfaces directly,

since they communi cate their changes through user-friendly
interfaces or tools. These tools are either graphics oriented or

| anguage oriented. In a graphics-oriented tool, a designer
mani pul ates i cons and graphical synbols, which in turn results in
calls to the appropriate nmanagenent interfaces. Alternatively, a
graphics tool can generate a PDL script according to the
mani pul ati ons of a user and submit this script to the policy
resolution engine. In this case, the engine interprets the
submitted script and changes its internal state accordingly.
Language-oriented tools enable a designer to directly express
changes using PDL. These tools take specifications and transl ate
theminto managenent interface calls. OF course, they can al so
submit the | anguage specifications directly as PDL scripts to the
policy resolution engine, as described above.

Legacy Dat abases. Many |arge enterprises have devel oped

dat abases that contain sonme or all of the organizational data the
policy resolution engine needs to eval uate organi zati ona
policies. These databases, called | egacy databases, might be

sel f-inpl enented or based on standards efforts |ike those rel ated
to providing directory services on networks, i.e., X.500.[74] In
general , organi zations nmust deal with one of the follow ng
scenari os:

o] No | egacy dat abase exists. No existing database has to
be considered, and the policy resolution engine can use
its own database to build up organizational know edge.

o] Legacy databases contain all relevant data. To use the
policy resolution engine, the database nmust provide a
sufficiently expressive query interface, on top of which
queries issued fromthe engi ne can be evaluated. The only
additional information that has to be stored is
organi zati onal policies and organi zational expressions.
The organi zation has to choose whether to extend the



| egacy databases or to use the database within the policy
resol uti on engi ne.

o] A | egacy dat abase contains sone relevant data. 1In
addition to organi zati onal policies and organi zationa
expressi ons, organi zational objects and relationships
nmust be stored in either the | egacy database or the
dat abase of the policy resolution engine.

If the relevant data is stored in several databases, the querying
interface must be built in such a way that the policy resolution
engi ne can issue the necessary queries, which m ght span severa
dat abases. Furthernore, semantics issues have to be dealt with in
het er ogeneous environnents. [ 75, 76]

Architectural Considerations -- Clients of a Policy Resolution
Engine. From an architectural point of view, there are two
possi bl e ways to design a policy resolution engine:

1. Incorporate the policy resolution engine into a WFMS. The
engi ne woul d be a nodul e, whose operations are hidden by
the exported interfaces of the WEMS. All calls to the
engi ne operations woul d be nmade t hrough the interface of
t he WFMS.

2. Make the policy resolution engine an i ndependent
conponent. The engine would be a server with a WFMS
system as one of its clients. Al clients of the engine,
i ncluding the WFMS, woul d be able to directly access the
exported operations of the engine.

PRA recommends the inplenmentation of a policy resolution engine
as an i ndependent base service, which can be used by clients

ot her than a WFMS. For exanple, an electronic nmail system can be
a client of the policy resolution engine. Since electronic nuil
is sent to users, rather than enunmerate the el ectronic mail
addresses of the recipients by hand, organizational expressions
can provide the addresses. For exanple, a manager could send an
el ectronic mail nessage to "all ny subordi nates" or an engi neer
could send an electronic nmail nessage to "all my coll eagues who
are engi neers." The sanpl e operational expression shown in Figure
11 returns all electronic mail addresses of all subordinates of a
gi ven user.



Figure 11 Organizational Expression for Electronic Mi

ORGANI ZATI ONAL_EXPRESSI ON subor di nat es(User: a_user)
RETURNS String: user.e_nail
user reports_to a_user



Anot her possible client is a transaction processing nonitor

whi ch incorporates workfl ow managenent.[77] Dayal et al
reference a service called role resolution, which is an earlier
devel opnent of policy resolution.[78]

Figure 12 shows a schematic representation of a policy resolution
engine with three clients -- a WFMS, a transaction processing
monitor, and an electronic mail system



Figure 12 Client-server Structure of a Policy Resolution Engine

o e + o e + o e +
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| | |

| | |

Fomm e + | Fomm e +

|

| POLICY |
| RESOLUTION |
| ENG NE |



SUMVARY

The sanpl e workfl ow di scussed in this paper, that is, the trave
expense rei nbursement workflow, illustrates that roles are
sufficient as task assignnment rules for only the sinplest
scenari os. Since workfl ow managenment systens are depl oyed in
situati ons where conpl ex workfl ows are nodel ed and execut ed,

a nore general and powerful nodel called the Policy Resolution
Architecture (PRA) was devel oped. PRA provides the concept of an
organi zational policy. An organizational policy is nore genera
than a role in that it relates a workflow type to an

organi zati onal expression that determ nes the set of eligible
users for the workflow. Because they state all criteria a user
has to fulfill and do not Iimt the selection based on their
properties or interrelationships, organizational policies specify
all eligible users. Since an organi zational expression is
related to a workflow type by an organi zational policy, task
assi gnment through organi zational policies is a very genera
approach. Organi zational policies are eval uated based on

organi zati on schema and their popul ati ons (organization
structures). Since PRA provides a way to nodel arbitrary conpl ex
organi zati on schemas, arbitrary organi zati ons can be nodel ed and
subsequent |y popul ated. This generality, in conjunction with
organi zational policies, provides a powerful and flexible
approach to task assignnment in workflow managenent.
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