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Abstract
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Introduction

The National Infrastructure Protection Center (NIPC) considers IIS vulnerabilities listed in MS 02-018 to be a significant threat due to the magnitude and type of potential victim systems, coupled with the potential for remote compromise and the level of compromise. The NIPC re-enforces Microsoft's recommendation that all IIS server system administrators consider applying the patches. 
New Possibilities and Vulnerabilities
Once upon a time, we installed computers in our offices. We set them in a corner, turned on the power and walked away. Then we started adding things to our servers — more applications, more things for them to do. Then we created the Internet and connected our servers to it at a blazing speed of 14,400 kilobits per second. Internet access and efficiency continued to improve and we realized the unlimited potential for individuals and businesses alike. 
Let us fast forward to May of 2001, when Microsoft released an important IIS vulnerability patch. Some network administrators paid attention. Others believed the firewalls they implemented would protect their servers and did not feel a patch was necessary. Why "patch" something that is not "broken"? 
Then on July 12 of 2001, a computer virus classified as a “worm” type, later named "Code Red", propagated and unleashed its destructive power on the Internet. After the smoke cleared and the damage was done, Code Red had cost private business, U.S. government and military institutions over $1.2 billion.

Code Red response article excerpt:

"On July 19, 2001 more than 359,000 computers were infected with the Code-Red (CRv2) worm in less than 14 hours. At the peak of the infection frenzy, more than 2,000 new hosts were infected each minute. Forty three percent of all infected hosts were in the United States, while 11% originated in Korea followed by 5% in China and 4% in Taiwan. The .NET Top Level Domain (TLD) accounted for 19% of all compromised machines, followed by .COM with 14% and .EDU with 2%. We also observed 136 (0.04%).MIL and 213 (0.05%).GOV hosts infected by the worm."

What made this new type of virus different from previous ones? It was designed to exploit the vulnerabilities addressed in the patch released by Microsoft in May of 2001. A server running Microsoft Internet Information Services (IIS) with an open port (port 80) could be behind a firewall and still be infected by the Code Red worm due to its unique design. A computer has 64,000 ports that it uses to communicate with other computers and services throughout the Internet (please see the IANA Web site page listing many of the known ports and the programs that utilize them). Computer ports are no different from an open window or door to your home. Without securing these access points, it is easy for an unwanted intruder to walk into your house. The same it true for your computer. Therefore, ensuring that your ports are secure against unauthorized traffic is mandatory. 
Risk Assessment

Anyone administering a computer network should conduct risk analysis each time an application needs an open port, and should be aware that port 80 in particular is the most attacked port on the Internet (see the summary article “Top 10 Target Ports” on Incidents.org). While precautions can be taken to help prevent successful attacks, it is highly recommended that SBS and other server administrators always keep port 80 in particular closed if possible.
So when (not if) the next worm virus hits, be prepared by installing the latest patches and security software updates. Keep up to date on security risks. Subscribe to Security bulletins. Test your system with the Microsoft Baseline Security Advisor. Assume you have vulnerabilities and be vigilant to protect them. Patching your server while the worm spreads, or (worse) rebuilding your server after it has been infected is much more costly, in both time and money, than prevention.

A good method to ensure your server is up to date is to use the free Microsoft Baseline Security Tool for comparison against the official critical fix listing.
This tool provides the current security fixes needed for a server (or desktop computer if you are running Windows NT, 2000 or XP). The tool will then tell you what patches are missing as well as what possible security problems you may have such as old passwords, multiple administrator accounts and other issues regarding security you may not be aware of..

In a small network environment, I would further consider one additional tool to assist in keeping your server patched.  The Shavlik Corporation has a tool that can push software patches to up to 10 computers and one server for free, and more computers than that if you purchase their product.  HfnetchkLT  will easily and quickly patch a Small Business Server and allow me to remotely monitor it and patch it for any missing security patches.

The next recommendations that I have is quite simple.  Reboot your server before applying a patch and ensure that you have an up to date ERD disk.  These two quick steps ensure that your system is fully functioning BEFORE applying a patch, and should something happen, gives you additional tools to recover.

As a network administrator for any sized network, it is imperative that you are aware of security patches that need to be made to your system.  Thus I strongly recommend that you sign up for email notifications of Security bulletins from Microsoft.  If you need further guidance regarding patching your servers, a detailed white paper on Patching can be found here.  

Lastly, I am a believer that when we share information about patches, and their impact on our line of business applications.  Thus I strongly recommend that you find an online community to discuss the impact of security patches in your systems.  Whether it’s an application specific user group, or one of the many Microsoft Server Communties online, I urge you to ask about how others handle Security patching in their organizations, and post back in your experiences.  There are many times in the Small Business Server Newsgroup Community that we report our experiences with Security patching.  

Lastly.  As with any security patch applied to you system, any issue resulting from that patch that requires a call to Microsoft Product Support Services is a free of charge call.

Third Party Applications
For administrators with larger networks and a bigger budget, the third party programs that will compare all of your computers to the minimum-security baseline are recommended.  All administrators should ready to patch their servers and clients within 48 hours after the release of a vulnerability issue.

Tools and resources
· PatchLink 

· St. Bernard Software
· HFNetChkPro by Shavlik Technologies 

· DeployCenter Product Information by PowerQuest
· The Code Project: Free Advanced Windows Hotfix Manager tools 

Related Links

Refer to the following resources for further information:

· Microsoft's Security Best Practices
· Information on the Baseline tool
· Microsoft Baseline Security Analyzer (MBSA)
· Microsoft Guide to Security Patch Management Version 1
For the latest information about Windows Server 2003, please visit the Windows Server 2003 Web site.
