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for Microsoft Windows

DESCRIPTION

To meet your security needs, Digital™ provides com-
prehensive solutions and is now adding a new dimen-
sion to its security portfolio. POLYCENTER™ Security
Console for Microsoft® Windows® is designed to meet
your requirements for an easy-to-use security tool.
POLYCENTER Security Console allows system or se-
curity managers to configure and manage POLYCEN-
TER Security Compliance Manager (CM) for Open-
VMS™ Version 3.0 on multiple nodes and clusters.

Customers can purchase security consulting services
for assistance in designing and implementing a secu-
rity analysis and reporting system that balances busi-
ness needs with security requirements. Local Digital
offices can assist customers in determining the appro-
priate services for their requirements.

FEATURES

Centralised Security Management

A key feature of POLYCENTER Security Console is
that it allows you to effectively manage the security
of all your systems from a single PC. POLYCENTER
Security Console runs on a PC and gives you a central
point of control. This client/server capability is a major
improvement in security management.

Easy-to-Use

POLYCENTER Security Console allows you to cre-
ate and distribute multiple POLYCENTER Security CM
tests to nodes and clusters. POLYCENTER Secu-
rity Console includes the Inspector Builder application,
which allows you to choose and configure tests to im-
plement your security policy and group them to form
inspectors. You can then download the inspectors to
nodes and clusters running POLYCENTER Security
CM.

Graphical User Interface

POLYCENTER Security Console provides a Microsoft
Windows graphical user interface to the POLYCEN-
TER Security CM so that you can easily manage the
security of machines on your network.

Instant Quality Results

You can use POLYCENTER Security Console to
quickly view the inspection results. POLYCENTER Se-
curity Console provides an instant color-coded snap-
shot of the overall security of nodes and clusters in
your network.

Enhanced Reporting Facility

You can view detailed reports, graphs, lockdown
scripts, and unlockdown scripts for systems running
POLYCENTER Security CM. The reports are in HTML
format, which you can quickly navigate. The reports
can be printed or mailed electronically to specified mail
distribution lists.

Correcting Security Violations

To correct any security weaknesses that may occur in
system settings, you can execute the lockdown script.
You can reverse the changes by executing the unlock-
down script. You can use the autolockdown capability
to automatically correct security weakness once the
test has completed.

Maximum Protection for Your Network

POLYCENTER Security Console uses strong authen-
tication to provide extra security when accessing the
servers in the network. You can access the systems
for which you have a password, but you can change
the settings on a node or cluster only if you have the
required privileges.
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ADDITIONAL POLYCENTER SECURITY
PRODUCTS

The following additional POLYCENTER security prod-
ucts are available:

• POLYCENTER Security Compliance Manager for
OpenVMS VAX and OpenVMS Alpha (SPD 26.N1.xx)

• POLYCENTER Security Compliance Manager for
AIX ® (SPD 46.11.xx)

• POLYCENTER Security Compliance Manager for
HP®-UX (SPD 46.12.xx)

• POLYCENTER Security Compliance Manager for
ULTRIX™ (SPD 41.26.xx)

• POLYCENTER Security Compliance Manager for
SunOS® (SPD 41.25.xx)

• POLYCENTER Security Compliance Manager for
Solaris® 2 (SPD 55.87.xx)

• POLYCENTER Security Compliance Manager for
Digital UNIX® (SPD 55.86.xx)

• POLYCENTER Security Reporting Facility for Open-
VMS (SPD 26.N2.xx)

• POLYCENTER Security Intrusion Detector for Open-
VMS (SPD 41.27.xx)

• POLYCENTER Security Intrusion Detector for SunOS
(SPD 43.09.xx)

• POLYCENTER Security Intrusion Detector for UL-
TRIX (SPD 43.07.xx)

HARDWARE REQUIREMENTS

Minimum Requirements

POLYCENTER Security Console for Microsoft Win-
dows will run on any personal computer using a 33-
MHz 80386 microprocessor with 8 megabytes (MB) of
memory.

Recommended Requirements

A 66-MHz 80486 personal computer or greater, with
16 MB of memory or more is recommended.

SOFTWARE REQUIREMENTS

POLYCENTER Security Console for Microsoft Win-
dows requires the following software:

For the PC client:

• Microsoft Windows Version 3.1

You require PATHWORKS™ for DOS and Windows,
Version 5.1 or higher, if you are using DECnet™ as
your transport protocol.

You need one of the following if you are using TCP/IP
as your transport protocol:

• PATHWORKS for DOS and Windows Version 5.1
or higher (PATHWORKS TCP/IP)

• PC/TCP® Network Software, Version 3.1 for DOS
and Windows

• SmarTerm® 420 for Windows

GROWTH CONSIDERATIONS

The minimum hardware and software requirements for
any future version of this product may be different from
the requirements for the current version.

DISTRIBUTION MEDIA

POLYCENTER Security Console for Microsoft Win-
dows is supplied on a high density 3.5 inch diskette.

ORDERING INFORMATION

The software license, media, and documentation are
combined in a single shrinkwrap package.
The software license is available separately.

License only: QM-3WRAA-AA
Package: QB-3WRAA-SA

* For additional information on available licenses,
services, and media, see the appropriate price
book.

The above information is valid at time of release.
Please contact your local Digital office for the most
up-to-date information.
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SOFTWARE LICENSING

This software is furnished under the licensing pro-
visions of Digital Equipment Corporation’s Standard
Terms and Conditions. For more information about
Digital’s licensing terms and policies, contact your lo-
cal Digital office.

SOFTWARE PRODUCT SERVICES

A variety of service options are available from Digital.
For more information, contact your local Digital office.

In addition to standard SPS remedial services, con-
sulting services for assistance in planning, designing,
and implementing a custom security analysis and re-
porting system with security tools are also available.
For more information, contact your local Digital office.

SOFTWARE WARRANTY

Warranty for this software product is provided by Dig-
ital with the purchase of a license for the product.

This product is intended to assist customers in main-
taining an appropriately secure systems environment
when used in conjunction with customers’ vigilant op-
erational security practices. Digital does not guaran-
tee or warrant that the use of these tools will provide
complete security protection for customers’ systems.

Warranty for this software product is provided by Dig-
ital with the purchase of a license for the product.

® AIX is a registered trademark of International Business
Machines Corporation.

® HP-UX is a registered trademark of Hewlett-Packard
Company.

® Microsoft and Windows are registered trademarks of
Microsoft Corporation.

® Novell is a registered trademark of Novell, Inc.

® OSF and OSF/1 are registered trademarks of the Open
Software Foundation Inc.

® Solaris and SunOS are registered trademarks of Sun
Microsystems, Inc.

® PC/TCP and FTP Software are registered trademarks
of FTP Software Inc.

® SmarTerm is a registered trademark of Persoft, Inc.

® UNIX is a registered trademark in the United States
and other countries, licensed exclusively through X
/Open Company Ltd.

™ Digital, DEC, DECinspect, DECnet, OpenVMS, POLY-
CENTER, VAX, and the DIGITAL logo are trademarks
of Digital Equipment Corporation.

All other trademarks and registered trademarks are the
property of their respective holders.

© Digital Equipment Corporation. 1995. All rights re-
served.
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