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Computer Communications

Lecture 16

TCP part 4
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TCP

• Transmission control protocol (TCP)

• TCP is known as a transport protocol that is:

• reliable,

• connection-oriented,

• stream-based
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TCP header: needed for 202

Source Port Destination Port

Sequence Number

Acknowledgement Number

Window Size

0 15 16 31

Checksum

A
C
K

R
S
T

S
Y
N

F
I
N
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This lecture

• TCP retransmission timer

• TCP slow-start

• Aspects of TCP congestion control
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Dealing with lost packets

50 data

Sender has to decide
when it will retransmit
an unacknowledged
packet.

How long should it wait?

50 data

Ack, 100
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How long should a sender wait?

• Intuitively, it should wait roughly the amount of time 
earlier packets required to be successfully 
acknowledged

• Challenge: network delays are variable
• Delay varies based on how busy (congested) the network is

• Delay varies if the path through the network changes

• Goals:
• React to delay characteristics changing

• Avoid retransmitting a packet that has been delayed more than 
usual but will be acknowledged in due course

• I.e., avoid requiring the network to do useless work
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Dealing with different delays

New Zealand

Japan

Australia

United States of
America

Delay to Japan via Australia will
be less than via USA.

TCP should wait a shorter amount
of time on a path with a shorter delay.

TCP should react to path changing
while connection is transferring
data.
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Estimating delay (Round Trip Time)
• Round Trip Time: RTT

• Estimated by averaging a sequence of measured RTTs
with exponential smoothing --- Smoothed RTT (SRTT)

• SRTT(k) = g * MeasuredRTT(k) + (1-g) * SRTT(k-1)

• Weighting is used as most recent measurements are 
considered most important

• Want to react to path changes, but not too quickly

• Normally, g = 0.125

Most recent measurement. Prior estimations.
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Delay variation

• Recall that the delay experienced will change over time 
depending on congestion levels

• Congestion: how much time a packet has to wait at a router to be
forwarded

• Similar in a sense to traffic congestion: how much time you have
to wait at the lights.

7 packets queued Transmitted one at a time
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Impact of Delay Variation

• A path between two hosts may have significant 
variation

• even if the path does not change

• A smoothed RTT is an estimation of the recent RTT and does not 
take account of variation

• Need to wait long enough to ensure packet was lost 
rather than delayed a long time
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Estimating Delay Variation

• RTTvar(k) = RTT(k) – SRTT(k-1)
• RTT variation is the difference between the current RTT 

measured and the previous estimate of the average

• SRTTvar(k) = h * RTTvar(k) + (1-h) * SRTTvar(k-1)

• Estimate of the variation is smoothed over time like the 
SRTT calculation so the most recent variance figure is 
the most important

• Normally h = 0.25

Most recent measurement. Prior estimations.
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Putting it all together

• So far we’ve come up with equations to estimate the 
RTT (SRTT) and RTT variance (SRTTvar) of a TCP 
connection

• Put them together to get a TCP retransmit timer (RTO)

• RTO(k) = SRTT(k) + f * SRTTvar(k)

• Normally f=4
• High probability that the packet will be acknowledged before the

RTO expires
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TCP slow start

• When a TCP connection is established, the hosts have 
no reliable measure of available capacity

• The pair of hosts need to figure out the rate at which 
they can each send data

• Solution: TCP slow-start
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TCP slow start: cumulative ack

1 RTT

~2 RTT

~3 RTT

~4 RTT
Note: receiver can send an
ack for each packet received,
or cumulatively acknowledge
earlier packets.

For data acknowledged,
introduce twice the volume
of data.

Process continues until data
is lost.
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TCP slow start: ack every packet

1 RTT

~2 RTT

~3 RTT

~4 RTT

For each data packet
acknowledged, introduce
two packets

Process continues until data
is lost.
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TCP slow start

• Despite its name, TCP slow-start results in an 
exponential increase in transmission rate

• 1 RTT: 1 data unit

• 2 RTT: 2 data units

• 3 RTT: 4 data units

• 4 RTT: 8 data units

• 5 RTT: 16 data units

• and so on

2 3 4 5
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16

RTT

Data
rate

1
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TCP congestion avoidance

• Increasing transmission rate at an exponential rate will 
mean you should find the available capacity fairly 
rapidly

• When you reach the available capacity, data will start to 
be lost

• Definition: Congestion window, or rate of data transmission at 
which congestion is encountered (cwnd)

• In order to be fair, TCP implementations reduce the rate 
at which new data is introduced into the network when 
congestion is encountered
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TCP congestion avoidance

• TCP congestion avoidance: increase rate of 
transmission by one data unit per RTT.

• When congestion is encountered, halve the current 
value of cwnd and store it in a variable named “slow 
start threshold”

• ssthresh: rate at which congestion avoidance begins
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TCP congestion avoidance
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ssthresh

congestion
avoidance

Start at 1 data unit per RTT
enter slow-start
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Summary

• TCP is the most widely used transport protocol in the 
Internet: reliable, byte-stream, connection oriented,

• and FAIR!

• TCP has to work on paths that vary with length (delay) 
and available capacity

• TCP retransmit timer: decide when to declare a packet 
lost

• Slow-start: quickly infer the rate at which TCP should be 
transmitting at

• Congestion avoidance: slowly increase the rate at 
which new data is sent to avoid causing congestion


